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Introduction to Home Networking>

Your Home Network

Your home network is something most of us don’t even consider when we power on our devices
and computers and surf the Internet; however, there’s more to it than you think. How do we get on
the Internet? How do we print from all our devices? How does it all work? Let’s have a look.

Consider the average user:
they contact an Internet
Service Provider (ISP), sign up for
abroadband deal, and in aday or
. - two they receive their router through
the post. This they hook up to their existing
telephone line, power up, then wait as the lights on
the router turn a certain colour indicating that a connection is made.
They can then turn on their computer or device, locate the Service Set
Identifier (SSID, the router’s name), enter the wireless password and

connect to the Internet.

After that, they tend to forget all about the router and what’s

going on. Unless there’s a problem, then usually a

quick reboot of the router will solve the issue.

There is a lot more going on in the
background though, and if you take the
time to learn a little about how networking
works, then you’ll discover that you're

able to get more out of your network. This

-such as setting up a home entertainment
system, better security, and you’ll be able to

quickly diagnose any problems should they ever

Home Networking

arise. In short, creating and maintaining a good home network will make

your digital and online life significantly better in the long run.

Getting the most from your network

While you may think your network is running perfectly fine, there are
undoubtedly areas of improvement. These areas include surfing the
Internet, online gaming, watching streaming video services, watching
content on multiple devices around the home, being able to get access to
your network from the extremities of your home or garden, and more. All
these elements can be enhanced on, it’s just knowing what to tweak and

how to get the most from what you have available.

Before we begin to look at how to improve your network, it’s worth noting
thatyou do have a physical limit on what you can achieve. There’s only
so much bandwidth available to your home from your ISP, so while you
can streamline your access to the Internet, you’re not going to be able

to increase that limit. Likewise, the data that moves around your home
will also hit a physical limit. Most wireless devices will find the fastest
possible connection to your router, and wired devices (using an Ethernet
cable), and computers will communicate at either L00Mb/s or L000Mb/s
(or 1Gb/s). It’s possible to improve the connection, but not increase the
limits of the actual hardware. A good rule of thumb to always remember
when networking, either on a home network, office networks or the
entire Internet, is that the connection speed is only as fast as the slowest

component on the network.
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Megabyt€s and megabitsare two of the most com Lly misused terms in
computing talk. Both are measured units.of com ?&grdata, but in teril
of the capacitiesof hard drives and the a Lji\l ofimemoryin our PCs we
are referring to bytes; whereas in termgé thespeed of our network, or
Internet access, then we alkinga itst

Basically, there are 8 bits to a byte, and amillion of these bytes make up a
megabyte, or 1 MB, which is used when we talk about hard drive storage
oran amount of memory. Furthermore, a thousand megabytes (1000 MB),
is 1$r gigabyte and a thousand gigabytes makes aterabyte (1 TB). So
when'We say ‘that hard drive has a huge capacity of 3TB’, we mean it can

hold three theusand gigabytes, or three million megabytes.

Mere accurately speaking however, there are actually 1024 bytesina
kilobyte.and 1,048,576 (1024 x 1024), bytes in a megabyte (1 MB, again).

( Your Home Network (s ‘

4 Hard drive manufacturers these days

erally only refer to the single unit

equivalent of GB or TB. With that in

min&c’s interesting to note that
_the example we used earlier,

of 3TB (three terabytes), is

really 3,145,728 megabytes

or 3072 gigabytes. So as you

can see, using the simplified

version makes life a little easier;

although the purist may disagree.

Megabits, when we talk about data
transfer rates, the speed of your
Internet connection and so on are
represented as Mb; note the lower case
‘b’ To make things a little easiefjin the
world of telecommunicationé the
Mb equals 1,000,000 bits. S6 1
Mbps, which is a single megabit

If you use the com
of 8 bits, then 1 Mb (
is roughly equal to 0.12
(megabytes). So, if you're
roadband

phﬁ to your PC at

,your home network with a

at the mouth by now, adec

line advertised at 75 Mbps can around

9.375 MB/sec (megabytes per secon:
100 Mbps switch will send data from o to ggiother at around 12.5
MB/sec, whereas with a gigabit Ethernet switc ‘etwork ports on the
PC, will transfer the data to and from one computer to the next at around
125 MB/sec.

As we said, these are only theoretical speeds, even those advertised by
your ISP. In theory you can reach these speeds, but external factors such
as cable quality, noise on the line and so on can have an affect on the

total overall performance of the line.

Either way, we can still improve what we have, and ensure that our
network is in as tip top shape as possible. If it's working well, then you’ll

have no complaints from the other members of the family.

Home Networking (&
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Routers: How do
they work?

Every Internet connected home, office, and multi-site megacorporation in the world uses a router
to connect to the Internet. The router is the bridge that gaps your home network to the wider
world of the Internet, as well as being the hub of all your connected devices.

Arouter is simply a piece of hardware that’s designed to interconnect Connect to the Internet

one network to another. They can be used to connect two individual Your router will function as a bridge between your computer and the
office networks together, so the teams in each can share resources, but Internet via the ISP’s network. What this means is, your ISP has sent you
more specifically, in terms of the home user, they’re used to connect all a device that’s configured to access their network, so when you connect
your devices to each other and ultimately the Internet. it at home, it will begin to transmit and receive data to and from your

computer and the ISP. The ISP itself will have its own connection to the

Routers come in various shapes and sizes, offering many features; with Internet, a very big one, and will share that bandwidth out with all its
some of the higher-end models offering more. Typically, a router, the one customers. With you being a customer, you'll get a share of bandwidth
you’ll receive from your ISP when you sign up to a broadband deal, will be equal to the broadband package you’re paying for.

able to do the following:
Assign Individual IP Addresses

« Connect to the Internet to Connected Devices

+ Assign individual IP addresses to connected devices One of the router’s primary functionsis to allocate IP addresses. An [P

- Formalayer ofs'ecurlty Sy rotf!c't you ho‘me network address s a unique network identifier that allows communication across
« Offer wireless connectivity to devices .
N . . s . the network; every computer connected to the Internet has a unique
« Have a built-in switch for multiple devices via Ethernet cables .

IP address. These addresses work in much the same way as a postal

« Network Address Translation (NAT) « Resource sharing
« Parental or safety controls « Port forwarding
« Upgradable Firmware.

address; they contain the information needed to get to where they’re

going and where to return.

So what do all these mean? There are two types of IP address, the first is IPv4: IPv4 uses 32 binary bits
to create a single address on the network. An IPv4 address is expressed




by four numbers separated by dots. Each number is the decimal
representation for an eight-digit binary number; also called an octet. For
example: 192.168.1.150

IPv6 uses 128 binary bits to create a single unique address on the
network. An IPv6 address is expressed by eight groups of hexadecimal
numbers separated by colons, asin 2a00:23c7:c87:d101:e8al:c3d7:ba7h:
bd17. Groups of numbers that contain all zeros are omitted to save space
when viewing the address, leaving a double-colon separator to mark the
gap, such as fe80::46fe:3bff:fef6:d115.

Each of your devices at home will connect to the router, and the router
will allocate an IPv4 and IPv6 address from its available pool of addresses.
The router itself has its own IP address which it connects to the ISP with,
of which the ISP will have purchased large groups of IP addresses from the

IANA (Internet Assigned Numbers Authority).

Form a Layer of Security to Protect Your
Home Network

Your router will contain a built-in firewall, which is designed to help stop
unwanted access to the devices on your home network. Forexample,

a hacker from the Internet will need to get past your router’s firewall

security before that can access your home network.

Offer Wireless Connectivity to Devices
Quite an obvious one this. The router will have built-in protocols and
antennae to communicate and allocate IP addresses to any wireless

devices that have cleared the password stage.

A Built-in Switch, so Multiple Devices can Connect via Ethernet Cables
Most routers will feature a four-port switch (more on switches later), that
allows multiple wired computers and devices connection to the router.
The switch will automatically sense the network speed of the device

connected and communicate with it accordingly.

Network Address Translation (NAT)

Network Address Translation translates the IP addresses of computers
in the home network to a single IP address. That single IP address is part
of the ISP’s range of addresses. Basically, NAT conserves the number of
public addresses used within an organisation, and it allows for stricter

control of access to resources on both sides of the router.

For example, a device inside a network makes a request to a computer on
the Internet. Routers within the network recognise that the request is not
for a resource inside the network, so they send the request to the firewall.

The firewall sees the request from the computer with the internal IP. It

<Routers: How do they work?

then makes the same request to the Internet using its
own public address, and returns the response from the
Internet resource to the computer inside the private
network. From the perspective of the resource on the
Internet, it is sending information to the address of

the firewall. From the perspective of the workstation,

it appears that communication is directly with the

site on the Internet. When NAT is used in this way, all
users inside the home network access the Internet with
the same public IP address. That means only one public

address is needed for hundreds or even thousands of users.

Resource Sharing
As the router connects all the devices to the same network, they are all
able to intercommunicate with each other, and therefore share resources.

Forexample, all devices can print to your home’s networked printer.

Parental or Safety Controls

More modern routers now offer better parental controls to help curb the
amount of time younger people have access to the Internet. Also, they

can be used to limit the websites that younger people can have access to.

Port Forwarding
Port forwarding is another behind the scenes process that the router
takes on. It intercepts traffic to and from home networked devices to the

Internet and can redirect them to a specific device on the network.

All network connections include a port number, Port 80 is used for HTTP
requests, and these ports define what the service is. For example, if

you want to host a Minecraft server, you would need to allow outside

Minecraft users access to your server. They would connect to your
Router’s IP address and the specific Minecraft port, which tells the router

what computer is hosting the Minecraft server.

Upgradable Firmware

As telecommunications protocols advance,
and as security flaws are discovered, an ISP
has a responsibility to ensure that all the
routers it has sent out to its customers

are up-to-date. The ISP can do this by
automatically upgrading the software on
the router, called the firmware. The new
firmware will contain updates, patches and
upgrades to security, and will add new features

and improvements to the router.
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witches: What are they,
how do they work?

Most modern routers contain at least a four-port switch built into the back of the unit. These ports
allow for physical, Ethernet connection to the router from networked devices. But what are they,

and how do they work?

Switches come in many sizes. Some are quite

”IIII[I////
2 small, offering just a few ports to connect

77
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companies, can have tens of ports.
In the simplest terms, a switch
enables multiple computers
to connect to a network using
a physical cable, called an
Ethernet cable (or RJ45 cable).

Each computer is connected to the
switch, and multiple switches can

be connected to each other. This allows
hundreds of computers, let’s say on the floor of

an office building, to be connected to the floors above

and below, as well as to the company’s servers and routers.

Switches also come with different backbone speeds, which is the physical
limit the data can travel to and from each of the ports. These speeds
range from 10Mb/s, to 100Gb/s. The most popular, and the one that’s
likely built into your router, is 1Gb/s; although 100Mb/s is still possible to

m Home Networking

find on some routers. While Ethernet is the primary connection port type,
a lot of switches will also have fibre port connections too, which is much

faster. This allows multiple switches to connect to each other and form a

much faster bandwidth backbone connection.

The primary function of a switch is to transport data around the network,
usually from areas of the network that are out of reach from its core. For
example, you can have all your computers connected to your router’s
switch, but if you want the computers upstairs connected, you’ll need to
factorin a switch. You would purchase a switch with the required number
of ports, use one of the ports for a cable that will run downstairs to the
router’s switch, then connect your upstairs computers to the new switch.
You’ve now created a multi-switch network; the one upstairs is connected
to the switch that’s built into the router, and all the computers can happily

gain access to the network and the Internet.

That’s a very simplistic example, but it’s not too different from how a
real-world situation will work. In the office you would have multiple floors,
teams, rooms and so on. Each of those probably has its own switch, which
is in turn connected to the main switch that the company’s servers are

connected to. Naturally, depending on the size of the company and how
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many computers, printers and so on are connected to the network, the

Layers

Switches also offer different functionality in the form of layers.

setup can quickly become quite large, involving many switches across

multiple floors and even buildings.
These layers perform different operations depending upon the

Man aged Networks layer type, and they generally gain in complexity the higher the

Another core function of a switch is to manage the network. This means Bveriumoes

that a switch is capable of building a map of its connected devices, and

ensuring that the correct data is sent to the correct device in as little time A Layer 1

as possible, and as cleanly as possible by the shortest route. A layer 1 switch transfers data, but does not manage any of the
traffic coming through it, an example is an Ethernet hub. Any

A good example is if computer A needs to send something to Computer packet entering a port is repeated to the output of every other

B. Both computers are located in different parts of the network. A switch port except for the port of entry. Specifically, each bit or symbolis

is able to monitor and deliver the data package from computer A directly repeated as it flows in. Arepeater hub can therefore only receive

to computer B without having to interrogate any other connected device and forward at a single speed. Since every packet is repeated

on the system. Should computer A or B be moved in the future, the switch on every other port, packet collisions affect the entire network,

can intelligently alter its understanding of the location of the devices and limiting its overall capacity.
change the route accordingly; building a map of the network for better
efficiency and avoiding packet collisions on the network, which will A L ayer 2

greatlydegratetheiistall speed of themetinatk. A layer 2 switch is a multiport device that uses hardware
addresses, the MAC address, to process and forward data at the

The types of switches found built into routers are usually unmanaged, but e talinlc|syer Lyer 1A Gl hlonesilnz o s nebwarldbrdee

this doesn’t mean they don’t manage the network to some small degree. Ty it reonnect detices ina horme cr Hice The brid o= leams

An unmanaged switch will still automatically learn and map the network, the MAG address of each cannetted device Bridies slso bufledan

avoiding collisions by routing data to its intended devices, they just won’t REOMIIn S BACKE anel B ApEthE Hansmission Speed 3 that ol the

feature some of more complex elements of a managed switch. .
outgoing port.

A Layer 3

A layer 3 switch can perform some or all of the functions normally

Switches at Home
If you have no wireless devices in your home, then using switches to

connect all the computers on the network is your best bet. A switch

could therefore be positioned upstairs, feeding to the built in switch in PEHBITE EHSTEE S BHICSHHE ol e he s HOUE ELa TS

the router, another could be located in the garage, feeding to the router, iR eyl e L

and another could be in your shed at the bottom of the garden, again EC e wherees e S R e R = ol

feeding into the router. The router will now be lacking in ports, so one Bipicalnspeksondifiersatports
more switch for the downstairs will satisfy any computers connected
““““m““””””/// and feed into the router. In this A Layer 4

\\ : s : :
\\\\\\ ///// 2 scenario, everythingis Layer 4 switches commonly offer Network Address Translation,

////, connected to each improved Quality of Service (QoS) capabilities and may include a

other and ultimately firewall, Virtual Private Network connection or higher-level forms

the router. They of security gateways.

A Layer 7

Layer 7 switches can distribute the data load based on the

can all ‘see’ each

TGEAR other,as well as
NE A _

onetink B gain access to the

Blink=ACT

........ ] - Internet and other

network resources. target Uniform Resource Locator (URL), and may include a

web cache.

Home Networking
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Wi-Fi: What is it, how
does it work?

It’s not that long ago when wireless communications across the network was akin to witchcraft.
At the time we had coaxial cables networking everything, then Ethernet, and then Wi-Fi began to

emerge, and it was utterly brilliant.

1
=
1
0

A

Uv\_

We take Wi-Fi and wireless

connectivity for granted these
days. The phone that most

of us carry around, with its
ability to connect to a network,
or Bluetooth pair to another
device, is simply an amazing
piece of technology. As we said in
\\\© the intro, it wasn’t all that long ago

when connecting to a network over a

|
“limsxmm\%\‘\“

wireless setup was simply out of the question.
While it has existed since the early seventies, as UHF wireless packet
networking, it wasn’t worth the exorbitant cost of installation, setup
and maintenance. But Wi-Fi, which stands for Wireless Fidelity, has

come a long way in a short time.

In essence, as you already suspect, Wi-Fi is wireless connectivity; the
ability to connect to a network and therefore the Internet wirelessly. It’s
a set of protocols and data packet exchanges that enable a PC, laptop,
tablet and so on, to connect directly to a router or other Access Point

using a number of available radio frequencies.

Home Networking

These frequencies range from 900MHz, through to the 3.6GHz,4.9GHz,
5GHz, 5.9GHz, and 60GHz bands; and are called channels. They use a
set of protocols called IEEE 802.11, and split into standards such as a, b,

g, n, ac and ax. These standards basically denote the age of the wireless

device, where 802.11 was the first standard and created in 1997, 802.11a

came next in 1999, then 802.11b, 802.11g, 802.11n, 802.11ac and finally
802.11ax. You can also get 802.11p and 802.11ad/ay, but these are

reserved for higher rate communications.

Each of these standards connect to a wireless

iy
. \\\,\\\\Hl hy,,,
access point, such as your router, at aw ny, Ny,

different speeds. 2.4GHz is the most
common connection channel
and can offer up a theoretical S
speed of 54Mb/s. Dual-band :S
Wi-Fi devices are able to g
connect on both 2.4GHz and =
5GHz channels, and have a :’;;
maximum throughput of up

to 7Gb/s (although in theory, it’s
said it can hit 12Gb/s).



With Wi-Fi being constantly updated, there are frequent increases in

the connection speed between wireless devices. Generally, an accepted
improvement from one wireless standard to the next often means a
performance increase of around 30 to 40% from the previous generation
standard. There are other factors at work too, such as MU-MIMO (Multi-
User, Multiple Input, Multiple Output), which increases the number of
antennas in a router for transmitting and receiving data, thusimproving

the capacity for wireless connections.

Working with Wi-Fi

A Wi-Fi router works by converting the network communications signals
into radio waves, then transmitting them around itself, creating its own
small Local Area Network; which incidentally is why it’s called WLAN,

Wireless Local Area Network.

Wireless Network
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Devices that can pick up and receive the radio signal, such as a tablet

Wired Network

or phone, are able to connect to the WLAN and decode the radio waves
back into a readable form of network communications. The power of

the router's Wi-Fi isn’t very strong, and doesn’t have a lot of range, but

it depends on the frequency being used as to how far you’re able to
communicate with a router. For example, a 2.4GHz band can reach up to
around 150 feet, and 5GHz can reach even further. However, as routers are
placed inside our homes there’s a lot of interference for the signal to get
through. Walls, doors and even some furniture (no, Christmas lights don’t
affect your Wi-Fi), will rapidly degrade the signal, so while the theoretical
distances sound good at several hundred feet, in reality you’ll be lucky to

get a good signal within thirty to forty feet of your router.

On top of that, the signal will become weaker the longer the distance, and

it'll start to drop in power very quickly too. Due to this, your router needs

to have several antennae in order to transmit
and receive the signal, and they need to be
powerful enough to push that signal as
far as possible, before it naturally starts

to drop.

Interestingly, one of the key features of
keeping the signal as clean as possible
was created as a by-product of a failed
experiment to detect exploding mini black
holes the size of an atom particle; and was
invented by an Australian radio astronomer called
Dr. John O’Sullivan, together with his colleagues Terence

Percival, Graham Daniels, Diet Ostry and John Deane.

The Future

In 1929, Nikola Tesla theorised the ‘World Wireless System’,and he said.
“We shall be able to communicate with one another instantly, irrespective
of distance. Not only this, but through television and telephony we shall
see and hear one another as perfectly as though we were face to face,
despite intervening distances of thousands of miles; and the instruments
through which we shall be able to do his will be amazingly simple
compared with our present telephone. A man will be able to carry one in

his vest pocket”

Tesla may have had his own personal demons to battle, but you have to
admit the man was pretty much on the ball. But what

does the future hold for Wi-Fi?

It's been long thought that the future of
Wi-Fi will be tighter frequencies, but with
extraordinarily boosted power. This

extra power will be able to cut through
most of the obstacles that face current
Wi-Fi frequencies, and through the

use of more secure roaming hotspots,
we’ll be permanently connected to a Wi-Fi

network as we move around.
There are even concepts being worked on by
communications companies to eventually remove wired telephony, and

instead our home routers will communicate directly via Wi-Fi to the ISP.

Of course, all that is some years off. Until then, we’ll enjoy the ever

increasing speeds of Wi-Fi and its ease of use in our homes.

Home Networking
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Powerline Adapters:
Extend Your Network

If your home network doesn’t reach the furthest corners of your house, maybe because some
rooms are too far from the router, or a thick stone wall blocks your Wi-Fi signal, powerline adapters
are a potential solution. But what are they, and how do they work?

There are many reasons why your home Wi-Fi network doesn’t reach
into every part of your house. The router’s wireless signal might not have
the range to get to the furthest rooms, or the walls might be very thick
and heavy, which makes it difficult for Wi-Fi to penetrate. So maybe you
need to make a cabled connection to one of the router’s Ethernet ports,
but don’t want to trail Ethernet cables through the house. Powerline
adapters are a potential solution for extending both your wireless and

cabled network, using your home’s electrical cabling as data cables.

A powerline adapter kit comes with at least two plug adapters, which
are small devices that plug into your electrical sockets. They usually
have at least one Ethernet port, and they might also have Wi-Fi access
points and ‘through ports’, whereby you can plug an electrical device
into the adapter, and thus use it without losing a socket. One of these
plugs should be fitted near your router. Plugs with through-ports are
very useful here, as you can plug the powerline device into the mains,
then plug the router into the powerline adapter. An Ethernet cable -
which should be supplied with your powerline adapter kit - should

be used to connect the adapter to the router. The second powerline
adapter should be positioned elsewhere in the house, somewhere
your current home network can’t reach. A little more setting up might
be necessary, probably using free software supplied by the powerline
adapter’s manufacturer. When you’re done, the two powerline adapters

communicate with each other and can transfer data between them,

m Home Networking

using the household electrical cabling as data cables. If the adapter

that’s not connected to your router offers a Wireless Access Point, a
Wi-Fi enabled device can connect to it and get online (and also onto

your local network, of course), by connecting wirelessly to the powerline
adapter. This adapter then connects to the router’s powerline adapter,
through the house’s electrical cables, and thus to the router. It sounds

complicated, but it isn’t. It just works.

Cabled Connectivity

While most Internet devices connect to your router using Wi-Fi, for some
things, you might prefer a cabled connection. A games console, for
example, might benefit from the additional stability offered by Ethernet,
and if your TV shows regularly buffer due to congested wireless networks,
plugging in an Ethernet cable might solve your problems. If your router
is close enough to the device in question, there’s no problem; simply
connect the two with an Ethernet cable. Unfortunately, this is often not
the case. The console or Smart TV might be a long distance from the
router, quite possibly in a different room entirely. This is where powerline

adapters come in handy.

Instead of trailing Ethernet cables through the house, and drilling holes in
the walls to pass them through to the next room, you can use a powerline
adapter setup. With an adapter connected to your router, you simply

need to plug the second unit near the device you want to connect through



Ethernet. You then connect the console, TV, video streamer or other such
device to the nearby powerline adapter with another Ethernet cable. Your
house’s electrical cables are used as a continuation of Ethernet, and your

device enjoys a cabled connection to your router.

Wireless Connectivity

Problems with wireless networking are common, and are usually caused
by the router not reaching the furthest corners of your house, creating
blindspots. In older houses, heavy brick walls might reduce the router’s
wireless reach. Whatever the reason, if you need wireless connectivity in
a place where your Wi-Fi network is weak, or even absent, you can use

powerline adapters to get around the problem.

With a powerline adapter that offers a Wireless Access Point, you can make
aWi-Fi connection to the adapter, which reaches the router through the
other powerline adapter and your household electricity cables. Data is sent
between the adapter connected to your router and the one positioned in a

Wi-Fi blackspot, in any room in the house. If your powerline adapters offer

A Typical Powerline Adapter

There are many brands of powerline adapter available. This one is
by devolo, but other manufacturers’ devices are of a similar design.

1 Start by plugging the powerline adapter into a mains socket.
This one’s a British three-pin plug, but adapters with EU and US
plugs are available.

2 This particular model has a through-port, so you can plugin
another electrical device. This means you can use the powerline
adapter without losing an electrical socket.

3 This particular device has two Ethernet ports. Some models
have more, and powerline adapters that are only wireless
extenders might have none at all.

4 As you can see from the ‘Magic WiFi’ brand and the wireless
button, this device offers a wireless access point as well as
Ethernet connectivity.

< Powerline Adapters: Extend Your Network .‘;I:

mesh Wi-Fi, it’s completely seamless. There’s no need to disconnect your
wireless device from the router and reconnect to the powerline adapter’s

Wi-Fi as you move around the house, as it’s done automatically.

Adding More Adapters

Having set up your first two powerline adapters, one on the router and the
other somewhere else in the house, you can add more if you wish. They
all connect to the router, and to each other, through your home electrical
cables. Some powerline adapter packs contain more than two adapters
to begin with, but if yours doesn’t, you can always buy more units and add

them to your network if needed.

In the early days of powerline adapters, almost all devices conformed to
the HomePlug AV standard. You could therefore mix and match adapters
from different manufacturers, as they were all compatible with each
other. This is less true today, as all sorts of different standards have sprung
up. We recommend, therefore, that you stick to the same brand when

adding more plugs to your powerline adapter network.

How Wi-Fi Mesh Works

If your router's Wi-Fi network doesn’t cover the whole house,
powerline adapters that offer Wireless Access Points are a solution.
First, plug the base unit into the mains (the dotted blue line), and
connect it to the router using an Ethernet cable 1 .Youcanthen
add Wi-Fi adapters anywhere in the house 2 |, by also plugging
them into the mains. They greatly extend your wireless reach by
creating a ‘mesh’ with the router’s own Wi-Fisignal 3 .

The same passcode allows you to connect to the network anywhere
within this mesh. If you move from room to room, maybe with your
phonein your hand or to use your laptop elsewhere in the house, you
don’t have to disconnect from one access point and log into another.

As most adapters come with Ethernet ports, you can also use them
for cabled connections; the solid blue lines 4 .
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Network Extenders:
What are they, how do

they work?

If the cabling option, together with powerline adapters, doesn’t work for you, then you can easily
expand the reach of your Wi-Fi network by utilising wireless extenders. They’re cost-effective and

easy to setup.

A network extender can solve that issue by acting as a bridge between

Network extenders fall under different names,
the devices needing access, and the router’s ever-weakening Wi-Fi signal.

IHIIII////////
/////// depending on who you talk to or what company
Z,

////// is selling them. They can be called wireless

There are different forms of network extender available, but the vast

majority are similar to that of a powerline adapter: a plug-in device.

/{?’/ extenders, signal boosters, Wi-Fi range
% extenders and so on, but effectively, they
% all do the same thing: extend the signal of You need to plug the network extender
your available Wi-Fi network. into a free electrical socket, use
) its accompanying software to

Most houses will have one or more dead locate it and connect it to

3
=
S
N 5
= zones, where the Wi-Fi signal from the router

your existing Wi-Fi network
- and away you go. While

it’s powered up and the
networkisup and running,it = ..

drops to the point of being virtually useless.
As we’ve mentioned previously, the Wi-Fi signal

is a slave to its environment and can be affected by

walls, furniture, microwave ovens and all other manner of objects we will extend your Wi-Fi signal é {1
>
¥ -
by as far again as the router’s /4) 2
7

regularly use throughout the home. If you have your router in the front
room of your house, for example, then the upstairs back bedroom may

prove to be one such dead zone, due to the Wi-Fi signal having to get

signal, thus giving you access to
even the most obscure corners of

through several walls and a floor. your house and property.
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Mesh

Mesh is a term that’s
now being used together
with a lot of Wi-Fi routers.

Many routers these days

come with an included Mesh
node - which isto allintents and

purposes a Wi-Fi network extender.

Mesh is a network topology that’s designed around interconnecting
nodes. These nodes can be switches, routers and so on, that are directly
connected to as many other nodes as possible and cooperate with each
other to pass data across the network in as effective way as possible.
They’re able to manage workload and bandwidth, and alter the routes for

data to take should any of the nodes fail and drop off the network.

Awireless Mesh network works the same way, but exclusively uses Wi-Fi
signals to form the network. Alot of ISPs have now adopted the term Mesh

into their products, and will include a Mesh disc, or node, with their router.

These nodes can be placed in dead zones around your home and
property and connect directly to the router. The end result is a very large
Wi-Fi signal range for a single network, extending throughout the home

and well into the garden and surrounding property.

The beauty of this setup is that any laptop or other Wi-Fi device can be
moved around the Mesh signal range and quickly jump from one node
to the next without any indication of a loss of signal. In fact, the user

probably won’t even notice that the device is hopping from one node to

the next.

Multiple users are also catered for, as the Mesh setup allows for effective
load balancing across all the available nodes. If a single node is having to
deal with a lot of bandwidth and users, then other nodes can quickly take
charge and take the strain off the first node. Of course, this is providing

the other nodes are within range of the users.

Guest networks are also easy to setup in such a configuration. A user
could create a free-to-use mini network that allows access to the Internet

or other network services. The guest

network can have certain limits

Access Points set, such as connection times

SSID-01 (20:¢f:30:01:01:01) or bandwidth caps; it's
‘ : allup to the userwho'is
ASUSTEK COMP

setting it up.

SSID-01 (20:cf:30:01:01:01)
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Effective Setup

When setting up a wireless network extender you need to consider its
placement for best effect. For example, having your router in a corner
of the house isn’t a very effective setup, as half the Wi-Fi signal will be
broadcast outside. The perfect place for a router is somewhere in the

centre of the house, where the signal is spread out through the house and

not wasted outside.

Of course we can’t always help the location of the router, since they
generally need to be placed at the main telephone port. What you need

to do in these circumstances is download a Wi-Fi analyser for your phone

artablet g,
\ & Good () Avesge '/,
N ’ 4,
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A Wi-Fi analyser will indicate the \\\\.m..,: uro — me/////
N Serial Nurie”,
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any dead zones you find, you ;; = kit §
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extender or Mesh node. G, ! e s \\\\
//// -Tab-A \\\\\
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After some thorough analysing of the M ll\\\\m

Wi-Fi network, you will end up with a wireless

local network that doesn’t have any dead zones and is being effectively
boosted at the appropriate locations. You can always review the
placement from time to time, and add or take away nodes and extenders

as your network and its devices change.

Get Extending

If you’ve got more wireless devices on your network than wired ones, then
investing in a set of network extenders makes good sense. Your network
will be better managed in terms of use and bandwidth, and you won’t

have the inconvenience of having to move to another location in the

property for a better signal.
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Getting The
Most From
Your Wi-Fi

Wi-Fi is much like electricity, you don’t think much
about it until it's not available. There’'s a lot you
can do with a good wireless network, so this
chapter will look at how you can get the
maximum potential from your Wi-Fi, from creating
a wireless network plan, to surveying your home
to find Wi-Fi dead zones.

Want to discover how to secure your wireless
network, while also extending it to the outer

reaches of your home and property?
Then this chapter will help you become more
Wi-Fi knowledgeable.

Home Networking m
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Benefits of a
Wireless Network

As most routers these days come with a Wi-Fi setup and perhaps several Mesh nodes out of the box,
it’s easy to assume that the whole world wants you to go wireless. For those of you who are wary of
Wi-Fi, though, here’s ten good reasons to consider wireless over wired networks.

BENEFIT 1 EASY SETUP - The beauty of a wireless network is that it’s BENEFIT 3 NO MESS - One of the main benefits of going wireless
remarkably easy to setup. Once you’ve got your router and throughout is the fact there’s no ugly wires dangling, or
any network extenders you need, it’s a simple case of pairing everything up stuffed behind the equipment. Setups like a home entertainment system can

with the router and you’re up and running. be networked with just the power cables for the devices themselves, and not
f Ethernet cables.
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BENEFIT 2 EASILY MAINTAINABLE - In addition to an easy and quick BENEFIT 4 INCREASED MOBILITY - Having a good wireless setup

setup, maintaining a wireless network is a similarly easy means you can work from any location within your signal
process. If you find any dead zones, through using a network analyser, then range. Naturally you can still sit at the computer, but you’re free to roam the
you can fill the gaps in the signal with another extender. And you can revise house; perhaps even do a spot of work while lounging in the sun in the

your setup without too much effort.
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BENEFIT5 INCREASED SCALABILITY - As an element of the
maintenance and setup benefits, increased scalability of
your wireless network means you can expand and extend the signal as your

needs arise. If you want to include the shed at the bottom of the garden, for
example, it’s a reasonably easy job to get the Wi-Fi beyond the home.
.

BENEFIT6 DECREASE SCALABILITY - And on the flip-side of the

previous benefit, should you wish to downscale your
wireless network - perhaps the kids have finally moved out and there’s less
devices on the network - then it’s a similarly easy job to remove elements of
the network and shrink the signal.

=15\[==§7A) IMPROVED TECHNOLOGY OVER TIME - The technologies
behind Wi-Fi are ever-improving. Each year brings a new
router or extender with more features, better signal strength, more bandwidth

and so on. If you go all wireless for your network, then you’re going to benefit
in the long run from better tech.

<Benefits of a Wireless Network

2I=\|=/=hfsl) COST SAVINGS - In general, most wireless networking
equipment costs less than wired equipment. Mostly,
though, the cost savings are due in part to the need for less networking
equipment to get all the devices on the network. Consider the number of

switches you may need to connect ten computers. The same can be done with
a single Wi-Fi extender.

BENEFIT9 EASY REPLACEMENT - Should you decide to change ISP,

or replace your ISP provided router for a more feature-rich
model, then all that’s necessary is to change the access for each of the
extenders and devices on the network.

BENEFIT 10 SECURITY - While a Wi-Fi network is prone to more
attacks than a wired setup, the security benefit is that
you're able to see what devices are connected to your network by name. If you

name all your devices logically, then should something you don’t recognise
appear on the network, you can assume it's someone trying to gain access.

Home Networking _
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Before you purchase any number of wireless network extenders and other such technology, it’s
best that you begin by making a plan of action. Where do you want your Wi-Fi signal to reach? How

many extenders will you need?

Let’s assume you’re building your Wi-Fi home network from scratch.
You’ve received the router from your ISP, and you’re ready to begin

the setup process. It’s best not to dive in and set everything

up, without first planning what you’re going to
////,/// do. You may reach a pointin the setup process
///// where you need to alter something, sending
)
.—2, you back to square one.
=
=
= Making a plan saves a lot of problems

later on, and once you have your
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network setup and ready, and operating

to its maximum, you can easily extend it

when you need to, without having to pull

< ~_

.

equipment apart or rearrange devices.

Planning

Thefirst item you should put on your plan is router position. At this
point in time you’re not able to effectively conduct a wireless site survey
with a network analyser, since the router isn’t up and running. The
router is the core of your wireless network, so it makes sense that it’s

going to be located somewhere in the middle of your home.

The ideal placement for a wireless router is usually downstairs, as close

to the centre of the house as possible, so that the signal is beamed
throughout the house and not lost to areas outside. While it’s not
always possible to position a router in the middle of the house, due

to the positioning of the master telephone socket, you can opt for a
telephone extension cable, or ask a telephone engineer to relocate the

master socket.

Once the router s in place, the second

item on the plan is to conduct a site

O
O

survey of the current router signal. Q
>

Download a network analyser
from your device’s app store,
and start it up. As you move
around the house, make

a note of all the locations
where the signal is dropping

to the point of virtually

no connection, or very low.
Compare these dead zones with

where you’re going to be using devices



- forexample, a dead

zone mightbein a

Z closet, so logically
Z
’/// speaking you won’t be
7 O ) )
y \\\\\ needing to use any devices

1y \
7 W
LTI while in there.

Once you’ve got a map of where the dead zones are, you can begin to
start planning what network extenders are going to be needed. Don’t
forget to include any outbuildings in your survey, and areas of the
garden where you're likely to sit on nice days and possibly work, or just

use a Wi-Fidevice.

With regards to network extenders in your plan, it’s always best to
buy extenders that operate at the best possible bandwidth speeds,
while still being compatible with your router’s Wi-Fi technology. The
information that comes with the router and the extenders should

provide you with everything you need to know.

Next item on the plan is the installation of the network extenders. As
you plug in each extender to cover a dead zone, and extend the network
to otherwise unreachable areas, take the time to set them up, and test
the coverage with the network analyser. Once all the network extenders
are in place and connected, it’s time to include one more site survey.
This final survey is there to ensure that your network is reaching the

places you need it to, such as the garage and other outbuildings.

Next on the plan should be a working test of your newly setup wireless
network. Grab a tablet or laptop, and find some bandwidth heavy
content - such as a 4K YouTube video. While you’re playing the video,
move around the house and into the previously surveyed dead zones.
Take it outside and ensure that the video is still being streamed while

you move around the property and outbuildings.

Now that the connectivity is working well, it’s time to review the security
of your wireless network. Log into the router, and make sure thatyou’re
using the latest security method; which is currently WPA2 for most
home routers. Also check that the Wireless Mode is set to 1 (providing
your router uses Wireless Modes). The Wireless Mode option allows
connected devices to utilise the best performance and security features

of the router.

Ensure that the security password for accessing the wireless network
is strong. It’s also recommended to rename all your devices that will

connect to the network, so you can easily identify them when you’re
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(Makinga Plan

looking at the connected devices page on the router. If you see a device

you don’t recognise, then you can quickly isolate it and deny it access

until you find out who or what it is.

When you’re satisfied that your wireless network is up to scratch, you
can finally start to enjoy using it. It's recommended that you take a
survey every couple of months to make sure that the signalisn’t being
degraded over time, due to a faulty device, and that it remains working

in tip-top order for you.

Dynamic Plans

This s, or course, a very simple plan. Your plan may contain other
elements that you want to include on your network, such as individual
user access, guest access and maybe even separate networks for
different devices. The plan is unique to you and your setup, so take your

time and make a note of everything you think you’ll need to cover.
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Getting the most from Wi—Fi>

Wireless to Wired
and Back: Creating a
Wireless Backbone

While having every component on the network communicate via Wi-Fi, it’s not always possible or
an effective way to work. Some devices work best when using Ethernet, sometimes it’s just easier

to run a cable than purchase extra Wi-Fi kit.

= There are times when you’re not going to
~

N .

'$ be able to get all your network equipment
S

’ Q

i ~— &
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using wireless technologies. A desktop

computer, for example, doesn’t always come

with Wi-Fi built in, so you’ll need to purchase a
Wi-Fi dongle in order for it to get on to the wireless
network. If you use some older equipment, such as an older laser
printer, it may only have an Ethernet or USB port available. The same
goes for Network Attached Storage (NAS) drives, most of these only
come with Ethernet support due to the high bandwidth they tend to

use over time. In such cases, you have no choice but to go wired.

Best of both worlds

There’s nothing wrong with having wired elements on your wireless
network. Essentially, the backbone of the network, the communications
to and from the router, will be handled by wireless extenders or Mesh
nodes, it’s just the odd piece of equipment that will need to have some
Ethernet cables run to it. Let’s look at some scenarios, and how best to

setthem up.

SCENARIO 1

Let’s assume you have a desktop computer
without any form of wireless connectivity. You don’t want to make it
wireless, for whatever reason, so you’re wanting to add the cabled

computer to your existing wireless network.

The best bet here is to opt for wireless extenders that include one or
two Ethernet ports. A good example of one such extender is the TP-
Link AC1750 Wi-Fi Range Extender. This is a three-antennae device
that can operate at 450Mb/s on 2.4GHz and 1300Mb/s on 5GHz
channels, and it features a single gigabit Ethernet adapter. It costs in
the region of £50, depending on where you shop, but will allow any

wired device access to the wireless network.

All you need to do is plug in the TP-Link AC1750 extender, configure

it to connect to your Wi-Fi network, then plug the computer’s

Ethernet connection directly into the available port on the extender.

IHIHHHIHHHIH
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SCENARIO 2

What if you have a few pieces of equipment that can only be

cabled up, and very few available electrical plug sockets?

A good choice would be the Linksys RE6700 Dual Band Wi-
Fi Range Extender, offering both 2.4GHz and 5GHz channel
connection, with a data transfer rate of 86 7TMb/s. It also features a
gigabit Ethernet port, and an electrical pass-through, so you don’t

lose a plug socket and it costs around £85.

While there’s only one Ethemet port available on the extender,

thanks to the pass-through, you’ll be able to add a multi-plug

gang together with a five-port (or four-port), switch - such as the
TP-Link TL-SG105 5 port Gigabit Switch (priced at around £15). It’s
then an easy job to cable up the equipment to the switch, then
use one of the ports on the switch to feed to the Wi-Fi extender.

In this case, anything that’s attached to the switch will be able to

access the wireless network via the extender.

LINKSYS

RE6700
[—=] hy

Back to the Plan

Going from wireless to wired and back isn’t as complex as it sounds, but

itcan be troublesome from time to time, as there’s a lot of bandwidth

going through a single point of network contact. That’s why you need

to plan out your network accordingly, and see what devices are going to

need to be wired and which can be wireless. In some cases, if possible,

it might be best to connect the wired devices to a router or switch
(depending on how many there are), that’s connected to the router.
As long as the Ethernet connections are gigabit, then you’ll have the

maximum bandwidth to and from the router, to your device.

SCENARIO 3

Getting a NAS drive onto the wireless network can be done in
much the same way as the previous scenarios, but a NAS is

slightly different.

NAS drives (or NAS units, if you prefer), are essentially mini-file
servers. They hold many terabytes of data that’s available to all
the users on the network to access; simultaneously if necessary.
The kind of files that are accessed can be anything from a few
word-processed documents, to a 20GB 4K media file. They’re also
used as backup locations for the computers on the network, so
essentially you could have several devices backing up photos and

work to the NAS drive at once.

This level of bandwidth usually requires a better connection
than normal. In such circumstances as these, it’s usually best to
directly connect the NAS drive to the router’s gigabit Ethernet
port. This means there’s very little lag between the NAS and the
core element of the network. If you were to place the NAS on to a
switch, then to a wireless network extender, you’re creating two
extra hops to the NAS, whereas direct connection to the router

minimises the number of networking elements between devices.

Naturally, if it's not possible to get the NAS near the router in
order to directly connect it, you’ll need to find the fastest possible
wireless network extender, with a gigabit Ethernet port, and only
connect the NAS to it - nothing else. That way you’ll ensure the

maximum amount of bandwidth to the NAS.
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Improving
WI-Fi Security

Most routers from an ISP have a reasonable amount of protection enabled by default, however, as
with most things of a technical nature, it’s possible to improve this further. Here are our top ten tips

on how to improve your Wi-Fi security.

CHANGE ROUTER PASSWORD - The default password from the

ISP to the administrative layer of the router can be quite good,
depending on the ISP. Some though are terrible and use the likes of admin/
admin as the username and password. If yours isn’t up to scratch, create your
own strong password using numbers, letters and special characters.

NETGEAR genie P
| @

[ s

ADVANCED Home
Setup Wizard

ADVANCED

WPS Wizard |

» Setup Old Password

» USB Functions Set Password
: Repeat New Password
» Security
Enable Password Recovery
v Administration

Router Status

TIP2 LIMIT ACCESS - Although you might find it awkward to do, you

should consider saying ‘no’ when someone asks you for your
password. Passing friends of the kids, the neighbour who needs to check
something, anyone in who’s doing work on the house... the list goes on. Don’t
give out your password, and it’ll remain secure.

Home Networking

TIP3 KEEP CHANGING PASSWORDS - If you want to remain secure,

then routinely change your router’s access password. Perhaps
keep a list of password reminders to hand, that mean nothing to anyone else,
so you can easily pick a strong one to change it to.

R Secure Password Generator

Password Length [16~ -
M(eg @#5%)

M(eg 123456 )

M(eg abcdefgh )

M(eg. ABCDEFGH )
M(eg.i,1.1,L.0.0,0)
Exclude Ambiguous Characters:  CI({}[1()/\'"" ~ <>)

Include Symbols:
Include Numbers:

Include Lowercase Characters:
Include Uppercase Characters:
Exclude Similar Characters:
Generate On Your Device F4( do NOT send across the Intemet )
Auto-Select [( select the password automatically )
Save My Preference

Load My Settings Anywhere:

[( save all the settings above for later use )
URL to load my settings on other computers quickly

Generate Password Disposable Email

Your New Password. 487¢#-@[8&BZAASG

Remember your password 4&7IP coffee # - @ [ & & BESTBUY zip 4 APPLE skype GOLF

CHANGE SSID - The Service Set Identifier (SSID) is your router’s
wireless network name. It’s broadcast with the router’s signal, so you
can find it and connect devices to it. But if you can see it, so can others. Consider
opting for the Hide SSID option in your router’s configuration (if it's available),
otherwise you can use a single underscore with spaces to lessen its presence (_ ).

-97 AT&T = 12:59 PM @

Settings Wi-Fi

v Hidden Wi-Fi Network &



TIPS ENCRYPTION - WEP, WPA and WPA2 are all encryption types for

wireless networks. WEP is the weakest, so ensure that your router is
trafficking data on its network with the strongest possible encryption - WPA2.
Don’t be tempted to go for less to support older hardware.

Mode: [802.11 bigin ¥

Security Mode: |WPA2'PSK (AES)
Open (risky)

WEP 64 (risky)
WEP 128 (risky)
WPA-PSK (TKIP)
Channel: | WPA-PSK (AES)

WPA2-PSK (TKIP)
WPAZ—PSK AES
Network Password: [y 5 AWPA2-BSK (TKIP/AES) (recommended

v Network Password: [«

Channel Selection:

TIP6 TURN IT OFF - If you’re not at home, or you’re away for a while

(maybe on holiday), then turn off your router. If it’s not needed, such
as remote access to the heating controls or security cameras, turmning it off is the
best form of security; since no one can hack something that isn’t powered on.

TIPT7 USE MAC ADDRESS FILTERING - Every network interface has a

unique identifier known as a MAC (Media Access Code) address,
regardless of whether it’s a computer, tablet or games console. If your router
supports MAC filtering, you can obtain the MAC addresses for each device and
enter them into the router. Only those devices will be able to connect.

MAC Filtering

MAC Filtering Settings

Source MAC Address Filtering: [¥] Enable
Policy for MAC Addresses Listed Below: @ Block and Allow the Rest

() Allow and Block the Rest

MAC Address Table
[7] = MAC Addresses = Description
0 results found
Add Delete

<Improving Wi-Fi Security

TIP8 STATIC IP ADDRESSES - By default your router will allocate IP

addresses to any connecting device out of an available pool. If you
remove this feature, and use your own addresses, then anyone trying to gain
access won’t have an IP address to see the rest of your network.

innect using: 5
? Reatek PCle GBE Famiy G Internet Protocol Version 4 (TCP/IPv4) Properties X
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

lis connection uses the following

¥ B3 Client for Microsoft Netw
¢ T Fiie and Printer Sharing f
¥l T Q05 Packet Scheduler

¥l 4 Intemet Protocol Version
1] "3 Microsoft Network Adap

(O Obtain an IP address automatically
(®) Use the following IP address:

4 4 Microsoft LLDP Protocol IP address:

:Z A Intemet Protocol Version Subnet mask:

; Defoult gateway:
Install Uniin|

Description Obtain DNS server address automatically

Transmission Control Protocol/|
wide area network protocol that
across diverse interconnected

(®) Use the following DNS server addresses:
Preferred DNS server: 8 .8 .8 .8

TIP9 ROUTER POSITION - Router position isn’t just for the best
possible signal. Limiting the router to the middle of the house will

benefit not just your wireless network broadcast, but it will also limit access to
the signal from beyond the walls of your home.

P [

\

A

TIP 10

MONITOR YOUR FIREWALL - It’s a good idea to keep tabs on
what’s being added to your router’s and computer’s firewalls.
It’s not easy, but not impossible for malicious content to secretly add a route
through a firewall for hackers to gain entry to a network.

Home Networking _
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Getting The
4 Most From
~ Wired
Networks

™

While Wi-Fi is great, it's not as dependable or as
stable as a good wired network setup. A wired
network is on the whole faster, more durable and
not subject to range or obstacles. However, it
does come with a few caveats.

Wires can be messy, so you’'ll need to plan out
your wired setup, and you might need to learn how
to make your own Ethernet cables, using
specialised tools. However, with this chapter you'll
learn how to deal with all these elements, and more.

From planning, to cabling, we’ll help you get
the most from your wired network setup.

Home Networking m
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Benefits of a
Wired Network

Wireless is a much simpler and neater process to opt for when setting up your network, however,
wired networks offer just as many benefits. Here are ten good reasons as to why wired may be better

than wireless.

BENEFIT 1 RELIABILITY AND STABILITY - When configured and

setup properly, a wired network is incredibly dependable.
Although wireless technologies are always improving, you’ll probably find a
wired network more stable and reliable over time.

BENEFIT 2 NO INTERFERENCE - Wireless networks always have to

contend with other elements in its environment, such as
walls, other wireless networks, mirrors and even water in a fish tank. A wired
network doesn’t have those issues. True, you wouldn’t run the cable through
a body of water - but it’s possible with the right cabling.

Home Networking

BENEFIT 3

SPEED - Overall, wired networks are faster than wireless.
Wireless components on a network may be advertised at

speeds faster than 1Gb/s, but other factors have a negative affect on those
speeds. Wired Ethernet can operate at 1Gb/s from one computer to the next.

BENEFIT 4 SECURITY - A wireless network could potentially have
someone nearby quietly hacking into your network. With a
wired network, they would need to be physically plugged in to the network in
order to gain access to its resources.




BENEFIT5 SECURITY - Awireless network could potentially have
someone nearby quietly hacking into your network. With a
wired network, they would need to be physically plugged in to the network in
order to gain access to its resources.

<Beneﬁts of a Wired Network -

BENEFIT 8 INCREDIBLE BACKBONE SPEEDS - If you wanted, you
could install a wired network that has a backbone speed
of up to 10Gby/s, using fibre channels. This speed is incredible, but the

downside is that it can cost you an arm and a leg. However, second-hand fibre
switches are always being sold somewhere.

BENEFIT 6

PoE - Power over Ethernet is a benefit that’s often
overlooked with wired networks. PoE is the ability for the
switch to carry an electrical supply to a device on the network, such as an
access point, security camera and so on.

BENEFIT7 UPGRADEABLE - With a wired network, any switches,
powerline adapters or the router can easily be upgraded
without the need to visit every component on the network to reconfigure it.
This saves a lot of time on the part of the user.
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BENEFIT9 LONGER DISTANCES - Wired networks can be setup over

longer distances than wireless networks. Asingle Ethernet
cable has, roughly, a working limit of 100 metres. So you can have two
switches, 100m apart, and the network is sound. To do the same for wireless
would take countless extenders and nodes.

BENEFIT 10 BETTER CONTROL - With a wireless network you could

quickly find there are countless devices having access to
your network. With wired, though, you have better control as to what has
access, and when it can access the network.

e e Te e
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Tools and

Equipment Needed

If you’re considering going down the wired networking route, then you’ll need a number of tools and
equipment. Some of these are essential if you’re making your own cables, others not so much, but

still handy to have around should you need them.

TOOL1 CABLE - You’re best off purchasing Cat6 (Category 6), Ethernet

cable instead of Cat5 or Cat7. Cat5 is fine, but Caté offers
better shielding against electromagnetic disturbances. Cat7 is unnecessary at
the home networking level. Around 100 metres of Cat6 can be purchased for
around £35, depending on where you shop.

TOOL 2 CAT6/RJ45 CABLE ENDS - Cable ends are certainly necessary,

since you can’t plug anything into the Ethernet ports without
an Ethernet end on the cable. The prices do vary from place to place, so have
a shop around, but expect to pay somewhere in the region of £5 for a bag of
ten RJ45/Ethernet cable ends.

I\
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TOOL3 RJ45 CRIMP TOOL - In order to clasp the cable end to the
cable, to make a good connection, you’ll need an RJ45 Crimp
Tool. Again, prices do vary, and don’t always go for the cheapest model as

they can break quickly. However, they’re not expensive and can be picked up
for around £8.

TOOL4 CABLE TESTER - Although not strictly necessary, a cable

tester can save you a lot of bother in the long run. A decent
RJ45 cable tester will set you back around £15, but there are far more
expensive models available.
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TOOLS5 SWITCH - The switch you pick will depend on the number of

ports you’re planning on using. Most will suffice with four or
five ports, but eight ports or more might be necessary. However many ports
you decide on, ensure it’s a gigabit Ethernet switch you’re buying. For
example, an 8-port Netgear gigabit switch can be had for around £35.

NETGEAR GS308E
= -

[ ]

TOOL6 POWERLINE ADAPTERS - Extending a wired network to other

areas of the home can be achieved easily with a powerline
adapter. Make sure it’s as fast as possible, with at minimum a 1Gb/s Ethernet
port. A power pass-through is a great feature to have, and will save you a plug
socket. Expect to pay around £25 for gigabit powerline adapters, with a
pass-through.

7) .
T 4
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TOOL7 WI-FI/ETHERNET EXTENDER - Sometimes it’s not possible to run

cable, or the powerline adapters may be on a different electrical
circuit. In these cases, it’s best to extend your wired network via Wi-Fi. You can pick
up a Wi-Fi extender with an Ethernet port for around £50-£60; but ensure the Wi-Fi
is dual-band, and as fast as possible, and the Ethernet port is gigabit.

&

<Tools and Equipment Needed -

TOOLS TRUNKING - To neaten up the cabling in your home, consider

opting for wall-mounted trunking to hide the cable and create
network and power faceplates. Prices vary wildly, from £5 per metre, to £15
per metre, depending on the quality of the trunking. Self-adhesive is the
easiest option, though.

L -

TOOL9 FACEPLATES - Faceplates are like plug sockets for networking.

They contain one, two or four network sockets that you’ll plug
your device’s Ethernet cables into. Behind the scenes, the Ethernet cable runs
through trunking from one faceplate to the next, creating a house-wide
network. Expect to pay around £4 for a double-socket faceplate.

1

TOOL10

POWER OVER ETHERNET - If you’re wanting to run the
network to something like a security camera, or weather
sensor, then you’ll need Power over Ethernet. PoE switches offer gigabit
connectivity as well as a small amount of power supply for the equipment in
question. Expect to pay in the region of £50.

Home Networking
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How to Wire

an Ethernet Cable

Although you can buy Ethernet cables of differing lengths, there may come a time when you need
one that’s a specific size. Similarly, if you ever come across a cable with a broken end, you’ll need to
fix it. Here’s how to wire up an Ethernet cable.

Thankfully, you don’t need to be a qualified electrician to be able
to wire up an Ethernet cable, but you will need some tools at hand
before you start. Before we get into the nitty-gritty of wiring, we need

to take a look at the types of Ethernet cable available.

Cats

There are two types of Ethernet cable that you’ll come across when
you’re cabling: Cat5 and Cat6. These are Category standard cables
types, specifically standard 5 and standard 6. They are both used for

networking and feature the same wiring inside the cable.

gy,
\ )

\\\\\ /////,/// Cat5 is an older standard, but can still transfer
,\\\ / ////// speeds to and from switches and routers up

to 1Gb/s - although it does have a bit of an

Z,
Z
Z
=, ; ; :
Z  issuewith holding those speeds over time.
=

Cat6, however, is the newer of the two,

\

and fully supports 1Gb/s speeds over the

/ = network, and has the potential for up to
: s: 10Gb/s, although that would be pushing
"
\\\\ the cable’s abilities to the maximum.
Q
N
’, \\\\\\
\\\\\\ The main difference between Cat5 and

ty, \
/ \)
”/IIIIHIIHl\\\““ Cat6 is the reduced Crosstalk. Electromagnetic
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signals that come from Ethernet cables can cause what’s known as
Crosstalk, when multiple cables are close to one another within a
network. The interference caused by cables being too close to each
other can slow speeds and also degrade the overall quality of the
connection. Increased errors can result from Crosstalk, as well as lost
packets. Through the incorporation of a new twisted cable design,

and by improving the shielding of the cable, the likelihood of Crosstalk
between Cat6 cables is greatly reduced, and therefore a better option.
Cabling \\\\\““““““””"’””ll//

To begin with you’ll need

\\ )
N %,
N &)
O %,

S
to make sure you have \\\\
S
enough Ethernet N
~
cable, a set of RJ45 =
cable ends (or plugs, E :
connectors), plastic :-_5
cable boots, an RJ45 =
Z
Crimping Tool and, if ////
Z
possible, a cable tester. ///,/
%
U,
. . /////// W
Begin by laying out one end of //III”””“““\\\\\\
your Ethernet cable and, if you have

one, place the rubber boot over the cable.



The rubber boot isn’t important, it will protect the cable end clip from
being snagged and broken. Strip off about two inches of the Ethernet
cable’s plastic sheath. Inside the Ethernet cable you’ll see four pairs

of wires, twisted into pairs - which is why Ethernet cable is also called

Twisted-Pair.

Also, under the cable sheath, you’ll notice a thin piece of plastic
called the Rip Cord (or Dental Floss, depending on where you are). If
you pull this, it will cut through a section of the sheath, allowing you
to fold it over and around itself. This will help you cleanly cut away
the plastic sheath without damaging the wires underneath. You won’t
need to use the Rip Cord to slice away much, around half an inch.
When you'’ve folded back the plastic sheath, cut it off (called Fluting),
and cut the Rip Cord.

The four pairs of wires are broken up into colours: A blue pair, orange
pair, green pair and brown pair. Individually they’re called white blue/

blue, white orange/orange, white green/green and white brown/brown.

There are two standards of Ethernet wiring: T568A and T568B.

Most companies and engineers will use the T568B standard (as we
understand the US Government requires type A when used for wiring
done under federal contracts, however). In short, as long as both ends
match, and any wall sockets you plug them into match, then it really

doesn’t matter.

For the T568B standard, untwist the

wires into the following order:

WHITE/ORANGE
ORANGE
WHITE/GREEN
BLUE

WHITE/BLUE

GREEN
WHITE/BROWN
WY Brown

Now you will need to grab one of the RJ45 cable ends and identify Pin 1.
To do so, hold the cable end with the clip facing away from you. Pin 1is

the first pin on the left.

Snip the cable until there’s about 1.5-inches free from the edge of the
plastic Ethernet sheath. Hold the wires, and arrange them in the order

shown above. Firmly insert the wires into the cable end until the copper

< How to Wire an Ethernet Cable

wire at the centre of each wire is touching the back of the cable end, and

ensuring that the following colours match the pins:

\\\\\\\\\\\\\HﬂllllIHIIII/”I////
,

PIN 1: White/orange
PIN 2: Orange

PIN 3: White/green
PIN 4: Blue

PIN 5: White/blue
PIN 6: Green

PIN 7: White/brown
PIN 8: Brown

oL ”)5.(,):0,\‘%)
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Once the wires =
-
-
. -,
arein place, grab Z
~
. ”
the crimp tool, and ////
Z,
: Z,
place the cable end in 2,
&z

the appropriate slot in the ///////
tool. Squeeze the crimp tool /////
all the way down until the ratchet is

released (if it has a ratchet function).

Run the rest of the Ethernet cable out to the desired length, giving
yourself a few extra inches in case you mess up one of the ends, and

repeat the process to crimp another end on to the cable.

Grab the cable tester, and check your ends. If all’s gone to plan you

should have a length of Ethernet cable that’s good for networking with.

The Extra Mile

You can of course go the extra mile with your cabling, to make it look

neat and tidy. But you will need to plan this out carefully.

With your wired network plan, ensure that you’ve measured the

distances to and from the equipment on the network to the

iy
! Iy,
o 4

router. You can then opt for trunking that will fit to the
walls and ensure the cables are neatly hidden, along \\\\
with having network and power points mounted on

the walls, for ease of use.

Remember, you might also need to ensure that you

candrill through the floor/ceiling to run the cables

to the upper or lower floors of your home. In some

cases, it’s best to opt for good cabling on each floor, //// '
%y,
7,

\
with a very good powerline adapter between the floors to m mm ““\\\\\\\\\

extend the network.
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Installing Your
Wired Network

With everything now ready, tools in place and equipment ready to go, it’s time to install your
network and get it up and running. Take the time to plan a few preliminary steps, and have
everything at hand to ensure it’s as easy a setup process as possible.

STEP 1 PLAN AHEAD - Take a moment to get a plan together. Where (y)=l2lel) SWITCHES - With the cables all planned out, and the ends

are you going to start, what is the route you’re going to take, being made, make sure that the switches are in the right
check the house for potential obstacles you’re likely to come across when place, and that there’s enough ports to feed the number of devices that are
you’re cabling. Have you got powerline adapters and extenders ready? going to connect to them.

ALWAYS REAMEMBER TO PLAN AHEAD

STEP 2 CABLE ENDS - If you’re plan is looking good, and you’ve got STEP 4 POWERLINE AND EXTENSION - Finally, make sure that the
a route ready, then lay out your cable and start making up powerline adapters are in place, plugged in and talking to each

the ends. If you’re using trunking, make sure it’s all cut to size and ready to other. Plus, ensure that any Wi-Fi to Ethernet extenders are in place, and
stick/drill on to the wall. again, talking to the router’s Wi-Fi signal.
<
I
a
&y &
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< Installing Your Wired Network -

The Installation

If you've got a good plan, then the rest of the process should go relatively easily. Be prepared, though, for the inevitable hiccup here and there. The golden rule
to networking is: keep it as simple as possible.

=
If you’ve taken the spending all day running several metres §
time to cable up of cable only to find you’ve snagged it § //
your own ends, somewhere along the line and it’s now E; ///
= {
it’s always worth no longer working. Which means you’ll 2/
= 7
= justdouble- need to trace the cable back and see where ///,/
= . . %
= checking that it went wrong. If you got loads of cable, then ///,//
[~ 7
Z they’re in good it’s even more difficult. /////// \\\\\\
Z My s
2, King order. Test mmm
,/// R working order. Tes
u, \\\\\ the signal with a cable

7 " W Powerline adapters and Wi-Fi extenders can be the worse
/ \
//IIIIHIIIII\\\\\“\ tester, and give the ends offenders when setting up a network. Often they’re working perfectly

a little tug to make sure they’re
crimped on the cable tightly enough, and won’t fall off should you

catch them with your feet when under the desk.

fine one minute, then stop talking to each other when you’ve completed
everything. This happens usually because you’ve moved somethingin
the way of the signal, in the case of Wi-Fi, so you may need to do a quick
Wi-Fi survey again to test the signal strength. As for powerline adapters,
they don’t often stop working, but they can un-pair with each other

when there’s another couple of adapters on the electrical wiring. It's a

When cabling, it’s always best to secure it in small lengths. If you’ve
measured the distance to and from one network location to another,

such as from the router to a living room switch, then take the time to lay simple case of powering off all the powerline adapters, then powering
the cable and pin it to the edge of the room (or within trunking), every pairs back up again. They will eventually all ‘see’ each other and the

couple of feet. It might seem like overkill, but it’ll keep the cable as neat network will be back up and running.

as possible.

If you’ve run cable outside to any outbuilding, make sure that you’ve

When you run each cable marked the location of where the cable goes into the ground, where it’s

to its switch, or device, laying and where it comes out. If it’s not under the ground, then make

it's best to test that sure it's marked where it lies. You don’t want to lose connection in the
device or check the summer due to digging up the garden.
port on the switch
to make sure that

Finally, have fun. Wiring up the house for a home network is a great

the connection is project. Yes, it can be a bit of a headache at times, and it doesn’t always

working. There’s go quite to plan, but it’s going to be a solid, and dependable setup when

nothing worse than you’re done and everything is working.
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Networking
Home
Entertainment

Most of our home network setup is geared towards
creating an amazing entertainment system. From 4K
smart TVs, with Netflix and other streaming services,
to the latest games consoles; and let’s not forget the
new addition to our homes: Al assistants, such as
Google Home.

The home network can be under a lot of strain, so
you'll discover how to get the most from them in
these coming pages. From the best advice on setting
up your home network for entertainment, and what
equipment to use, through to setting up and using
Google Home, and even Google Stadia.
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Networking an

Entertainment System

One of the most common setups when it comes to networking is the all-important home
entertainment system. This can be as simple as a smart TV and the latest console, or as complex as
an entire home theatre setup with Al integration.

I (N PR | |/

Someone’s home entertainment system is a very personal setup.
While most will have a smart TV, some form of Blu-Ray or DVD
setup, and perhaps a games console, others will opt for more exotic
components such as Wi-Fi speakers, Google Home automation

integration (or some other Al assistant), multiple consoles, a retro

games setup via emulation on a Raspberry Pi and much more.

It's impossible to target just one specific setup, but we
can make some educated guesses and suggest
the best possible way forward for those
wanting to get all their entertainment
equipment online and talking to each

other.

Main Setup

Before we go into depth regarding the
individual components, it’s worth looking
at the base installation first. By this we mean
the main networking component that will feed
all your entertainment equipment. For most people,

the obvious choice is placing the router in the same room

as the home entertainment kit - such as the living room. Nine out of

ten homes will have a living room that takes up most of the downstairs

floor, so having the router near the entrance to the living room will place
it as near to the centre of the house as possible. Of course, if you’re the
tenth house, then your setup will need to be altered.

With a router in the living room, you’re in easy reach of its built-in
switch ports, as well as having access to a good Wi-Fi signal. You’re also
cutting down on the amount of networking equipment between the TV,

for example, and the router itself.

If you can’t have the router in the living room, then in our opinion using
acombination of a powerline adapter and a switch is the best option. In
this scenario you’re able to cable up all the necessary equipment to the
switch, which can then feed into the powerline adapter, and in turn can
feed into the router via its paired partner. There are other components

that may require more networking kit, so let’s break some of them down.

TV

All TVs sold now are smart
enabled, which means they
have the capacity for going
online and streaming content.
This of course means they’ll
come with either an Ethernet
port or Wi-Fi, or even both. The
TVis where a lot of bandwidth

is going to be heading, so it makes

MWW

sense to connect the TV to a gigabit switch
- despite the fact that most, if not all, TVs only have 100Mb/s Ethernet
ports built into them (despite the manufacturers claiming you need

Cat7 cables for the best connection!).

100Mb/s though is perfectly fine for transferring the data needed for 4K
and even 8K content, as the TV itself isn’t doing anything else other than
sorting the data into a viewable image and sound - and its processing

can handle the hard work there. For the TV then, an Ethernet cable into



a switch, fed into a powerline adapter is the perfect setup. If not, try
and get it working on the 5GHz channel and have it as close to a good

wireless network extender as possible.

\\\“\\\\nuumu,,, ”

Games Consoles R 4,

Playstation, Xbox and Switch //2

are all capable of using Wi- ‘;
Fi, but only the Playstation E
and Xbox have an Ethemnet =
port. Surprisingly, all the
consoles don’t require a

fast connection to the home

0/
network. Even though there’s a lot “ /////I” I ”"“\\\\\\\\\\\\
of data to shift when gaming online, the
requirement can easily be met by connecting all the consoles to the
wireless network. However, if you want to squeeze the last drops of
performance from your connection, then we’d recommend connecting
the Playstation and Xbox to the wired network. This leaves the Switch
using wireless, which will cut down traffic.
Media Computers/ Tl
Retro Emulators
There’s a growing number
of people who have opted
for a media computer as
part of their living room
entertainment kit. These
are often smaller, subtle
base units, like the Raspberry
Pi, that fitin nicely with the rest of

T

the under-TV equipment, but can still run

Windows, Linux or even macOS. These media centres can be used for
streaming content from a local device, such as a NAS unit, or via the
Internet. They’re good for watching YouTube content, gaming and any

other duties you’d expect from a computer.

The Raspberry Piis also great as a retro emulation console, enabling
you to play arcade, console and home computer titles from the last

forty-plus years. With regards to these, we’d

say put them on the wired network,
since they’re going to use a lot of
bandwidth for the content, as
well as updates to the 0S. As

for the Raspberry Pi, again,

(oct)

(Networking an Entertainment System

we’d say wired network, as we’ve always found the Pi’s Wi-Fi lacking \\\\\\“"”””HI///
\\\\\ 7
Q

as the Sega Mega Drive Mini are mainly Wi-Fi enabled, and \\\\\

when it comes to streaming content. Other new releases such

will work seamlessly on a wireless network.

Al Assistants

Most TVs and other entertainment equipment can be
controlled with one of the Al assistants, such as Google

Home. The Al assistants are all Wi-Fi enabled, and this
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is perfectly fine. What you’re best doing is ensuring that %, \‘
s

7y .
7,

there’s a good 5GHz Wi-Fi network extender near to where the ll/”llll 1
Al assistant is located. This will cut down on the traffic on the other

channel and improve the bandwidth of the unit.

Blu-Ray/DVD units

While a lot of people use their games console as a Blu-Ray/DVD drive,
there are some who either don’t have a console or prefer the advanced
features a specialised unit can offer. With these units, the connection to
the network isn’t as important as the connection to the TV, so while they
may have Ethernet connections, Wi-Fi will suffice (unless they don’t

have Wi-Fi access, of course).

Wiy,
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NAS &

S
One final element to the home entertainment \\\\
setup is the addition of a NAS unit. These 5\\\
mini-servers are ideal for storing movies and §
TV shows, game files that a retro emulator can E
access and storing a lifetime of digital photos. —52
Z

In an ideal world, you’d have the NAS connected

directly to the router’s switch, so all traffic to it has q\
the maximum bandwidth. However, if it's not located ////I[/ W
T

near to the router, make sure it’s connected to a gigabit

switch.

Powerline Adapters/Network Extenders 222
If you’re stuck for which one to use for your entertainment equipment, z
we’d say opt for the powerline adapter (as fast as you can get), and a
gigabit switch. The equipment that requires Wi-Fi is probably within
reach of the router’s signal, and if not, you can add a Wi-Fi extender

elsewhere in the room and it’ll feed the wireless kit under the TV.

Anything Else (such as a Roku etc.)
Assess the needs of its bandwidth, if it’s going to be using a lot of traffic
online or on the network, try and connect it to the wired network,

otherwise go for Wi-Fi and the best channel/speeds you can.

Home Networking
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The Google
Home Collection

There are now six different Google Home devices to choose from, including the tiny Home Mini and
the new Google Home Hub. The specification and size varies greatly, so if you are not yet sure which
Home speaker is best for you, check out all of the details here.

Google Home Max Dimensions Mics

« Width: 13.2” (336.6 mm) « Far-field voice recognition supports
Key Features: Meet Google Home Max, he helps you to hear every + Height: 7.4” (190.0 mm) hands-free use
note as the artist intended and feel every beat with heart pounding + Depth: 154.4 mm + 6micarray
bass. It’s the ultimate speaker, made for your music. The advanced + Powercable:2m Processor
hardware delivers deep bass and crisp treble in stunning stereo Weight giauadseore A_RM . »
sound. It analyses, tunes and updates itself automatically, so all you - 11.71bs (5,300 g) ’ i’;GHZ AN BUUR N ARIP ECeey
need to do is listen. The far-field voice control allows Max to hear you el s
" . . « Chalk, Charcoal ensors
across the room, even while the music’s playing. Materials . Capacitive touch sensor
Final Thoughts: The best audio-only based product in the Google « Acoustically transparent fabric « Ambient light sensor
Home range. - Rigid polycarbonate housing « Accelerometer
« Silicone base Power
Supported audio formats + AC Power 100-240 V, 50/60 Hz
+ HE-AAC, LC-AAC, MP3, Vorbis, WAV Ports & Connectors
(LPCM), Opus, FLAC with support for + USB-C™e 3.5 mm jack
high-resolution streams (24-bit/96 KHz) ~ « USB-C1
Wireless + 3.5-mm jack with analogue audio input
« Wi-Fi« Bluetooth AC power
« 802.11b/g/n/ac (2.4GHz/5Ghz) Wi-Fi for ~ « 1USB Type-C and USB-C are trademarks
high-performance streaming of USB Implementers Forum.
« Chromecast built-in Operating system
. Bluetooth® 4.2 « Android « i0S
Speaker Other
« Two 114 mm high-excursion (+/- 11 + Multi-room audio

mm), dual voice-coil woofers
« Two 0.7” (18 mm) custom tweeters
« Sealed rigid housing
« Acoustically transparent fabric

Google Home Mini Dimensions Wireless

« Diameter: 98 mm « Wi-Fi « Bluetooth® support
Key Features: A powerful little helper; Google Home Mini keeps you + Height: 42 mm (1.65”) + 802.11b/g/n/ac (2.4 GHz/5 Ghz) Wi-Fi
informed and up to date with instant news, weather and commute + Power cable: 1.5m + Chromecast and Chromecast Audio
updates without lifting a finger. Master the kitchen; Google Home Weight bilil:in

« Device:173 g « Bluetooth®4.1 input support

Mini helps with timers, step-by-step recipes, and conversions and

substitutes. Start your smart home; + POWEFadaptofiand/cable; SENSOrS

it's alwavs improving with approximately 75 g « Capacitive touch

it’s alway: proving Colours Speaker

seamless connections to « Chalk, Charcoal, Coral. Aqua « 360 sound with 40-mm driver

the latest compatible Materials Mics

smart lights and « Durable fabric top + 2-mic array

thermostats. « External enclosure made from 20% + Mic switch

Final Thoughts: post-consumer recycled plastic Power

The budget range of « Non-skid silicone base + 5V,1.8A

Google Home offers Supported audio formats POljtS & Connectors

a great product for « HE-AAC, LC-AAC, MP3, Vorbis, WAV + Micro L'JSB port
(LPCM), Opus, FLAC with support for Operating system

the price.

high-resolution streams (24-bit/96 KHz) ~ « Android «i0S



Google Nest Hub

Key Features: See your life in one view and

get things done hands-free. Google Nest Hub
helps you make the most of moments at home.
With Voice Match, get your calendar, commute,
reminders and more right on the home screen,
for example “Hey Google, show me my calendar.
“You can even get the news, make a shopping
list and place calls to friends, family and local
businesses. Voice-control compatible lights,

cameras, TVs and more from a single dashboard.

Final Thoughts: Entry-level, video based
addition to the collection.

Dimensions

« Depth: 67.3 mm (2.65”)
« Width: 178.5 mm (7.02”)
« Height: 118 mm (4.65”)
« Power cable:1.5m
Weight

« 480 g(16.902)
Colours

« Sand, Aqua, Chalk, Charcoal

Display

« 177.8 mm (7”) LCD touch screen

Speaker

« Full-range speaker
Microphones

« 2-mic array

Sensors

« Capacitive touch

Connectivity
« Wi-Fi and Bluetooth®

support

« 802.11b/g/n/ac (2.4 GHz/5

Ghz) Wi-Fi

« Bluetooth® 5.0 support

Power

« 15W power adaptor

Ports

« DC power jack

The Google Home Collection

B3

~

& Commute
Ross
20 min to work

jpdated 1 min a

Google Home

Key Features: Simplify your everyday life with
the Google Home, a voice-activated speaker
powered by the Google Assistant. Use voice
commands to enjoy music, get answers from
Google and manage everyday tasks. Google
Home is compatible with Android and i0S
operating systems, and can control compatible
smart devices such as Chromecast or Nest.
Final Thoughts: Perfect for the first time
user, features a host of abilities.

Dimensions

« Depth: 67.3 mm (2.65”)
« Width: 178.5 mm (7.02”)
« Height: 118 mm (4.65”)
« Power cable: 1.5m
Weight

+ 480 g(16.9 0z)
Colours

« Sand, Aqua, Chalk, Charcoal

Display

« 177.8 mm (7”) LCD touch screen

Speaker
« Full-range speaker

Microphones

« 2-mic array

Sensors

« Capacitive touch

Connectivity

« Wi-Fi and Bluetooth® support

« 802.11b/g/n/ac (2.4 GHz/5 Ghz) Wi-Fi
« Bluetooth® 5.0 support

Power

« 15 W power adaptor

Ports

« DC power jack
Operating system
« Android « i0S

Google Nest Mini

Key Features: Meet the second generation Nest
Mini, the speaker you control with your voice. To
play your favourite music from Spotify, YouTube
Music and more, just say “Hey Google”. It sounds
bigger and richer with 40 percent stronger bass

than the original Mini. Ask your Google Assistant
for help and get the best of Google - weather, news,

or almost anything. Hear your personalised schedule,

commute and reminders. Set timers and alarms and even turn on the
lights. Nest Mini is compatible with hundreds of smart devices, such

as lights, thermostats and TVs.

Final Thoughts: The latest and best version of the Google

Home range.

Dimensions

« Diameter: 98 mm (3.85”)

« Height: 42 mm (1.65”)

« Power cable: 1.5m

Weight

« Device:181g

Colours

« Colours, Chalk, Charcoal,
Coral, Sky

Materials

« Durable fabric top made
from 100% recycled
plastic bottles
External enclosure
made with at least 35%
post-consumer recycled
plastic

Connectivity

« Wi-Fi « Bluetooth®
support

« 802.11b/g/n/ac (2.4
GHz/5 GHz) Wi-Fi

« Bluetooth®5.0

« Chromecast built-in

Power and ports

« 15W power adaptor« DC
power jack

Speakers

« Google Assistant built-in

« 360-degree sound with
40 mm driver

Mics

« 3far-field microphones

« Voice Match technolog

Sensors

« Capacitive touch
controls

« 3far-field microphones

Processor

« Quad-core 64-bit ARM
CPU 1.4 GHz

« High-performance ML
hardware engine

Operating system

« Android « i0S

Google Nest Hub Max

Key Features: Make your smart home even smarter. Nest Hub Max
works with hundreds of smart home devices, including lights, TVs and
thermostats, allowing you to easily control them all from

one place. You can also control
compatible TVs, speakers and
game consoles from Nest Hub
Max with your voice or from
the screen. Turn them on and
off; control the volume, play,
pause and search.

Final Thoughts: Adds
video based features to
the Google Home, a must!

Camera

« 6.5 megapixel camera
with 127-degree wide
field of view and auto-
framing

« Face Match technology

« Quick Gestures

« Mic + camera switch

Dimensions

« Depth:101.23 mm
(3.99”)

« Width: 250.1 mm (9.85”)

« Height: 182.55 mm
(7.19”)

« Power cable: 1.5m

Weight

. 1.32kg(2.911b.)

Colours

« Chalk, Charcoal

Display

«+ 10” HD touchscreen
(1280x800)

Speakers and mic

Stereo speaker system

Google Assistant built-in

Stereo speaker system (2

x 18 mm, 10 W tweeters,

1x 75 mm, 30 W woofer)

Far-field microphones

Ultrasound sensing

Voice Match technology
Sensors
« Ambient EQ light sensor

Connectivity

« Wi-Fi and Bluetooth
support

Wi-Fi

« 802.11b/g/n/ac (2.4
GHz/5 GHz) Wi-Fi

« Bluetooth® 5.0 support

« Chromecast built-in

+ 802.15.4 (at 2.4 GHz)
thread support

Power

« 30 W power adaptor

Ports

« DC power jack

Operating system

« Android « i0S
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Google Home
First Time Setup

Setting up your Google Home device properly for the first time will make using it much easier, so take
the time to get things right. You will need to have the speaker, an Android device, a Google account
and a working Wi-Fi connection that both Android and Home devices can connect to.

Setting Up Google Home

All of the setup for your Google Home speaker is done through the Google Home app for Android. Use this app for future access and changes to the settings.

$00000000000000000000000000000000000000000F #000000000000008000000000000000000000000068 50000000000 00000000000000000000008200800000

STEP 1 Plug in your Google Home device STEP2 Currently, Google Home is only STEP3 You will need to make sure that your
and wait for the audio cue to show it available for Android devices, and mobile device is connected to the

is ready to be set up. Make sure that the switchthat ~ most have it pre-installed. If you don’t already have  same Wi-Fi network you intend to use for the

controls the microphone is set to “On”. If you it, find the app on the Google Play store, download ~ Google Home speaker. It won’t work if you are

accidentally turn the microphone off on your and install it on your mobile device (phone or using a 4G network to connect. Once connected,

speaker, the device will inform you accordingly. tablet). Once installed, open the app. open the Home app and confirm which Google

account you will use to log in.

* 0= 77%R12:47 :

€& Google Play Q

Choose account
Google Home

Google LLC
Use this account with the Google Home app
Tools #5 Top Apps

What's new @
Last updated 11 Oct 2018

russ ware
russ.ware@gmail.com

Russell Ware

With the new Google Home app, you can now
russware76@gmail.com

control, organise and manage compatible lights,
cameras, TVs and more, all from just one plac

Read more Use another account

O 8

T

X 357 % 56 "
e iy o Rate this app
; :

Rate this app Your use of Google services and devices,
including this app, are covered by the Google

ﬁ i\f {‘47 ﬁ ,i:( Terms of Service and Privacy Policy.

Reviews are public and editable
Pact arlits are visihle fn the




STEP 4 The Google Home app scans for
nearby devices that are plugged in
and ready to set up. If no devices are found, and
you’re setting up a device, tap Yes. Make sure that
you’re near the Google Home device that you're
setting up and it’s plugged into a wall socket.
Then tap Next.

Connecting to Google
Home Mini...

Your phone or tablet may disconnect from
Wi-Fi during setup

STEP 7 Next, to improve your Google
Home experience, set up Voice
Match. Voice Match allows multiple users to use
the same device and get personalised results.
Follow the prompts on screen to teach Google to
recognise you. You can remove Voice Match
settings later if you wish.

Teach your Assistant to
recognise your voice

Voice Match helps your Assistant identify

your voice and tell you apart from others

by creating a unique model of your voice
on this device.

Why set up Voice Match? It allows multiple
users to enrol on this device. You can
also use your voice to access personal
results, which you can turn on after setting
up Voice Match.

Keep in mind: A similar voice or recording
might be able to access your personal
results, too. You can remove Voice Match
permission later by turning it off in
Assistant settings.

<Google Home First Time Setup

STEP5S Hopefully your device will be found
by the app, displayed on screen
and you can then tap Next to continue. If you are
setting up multiple devices, select the one you
want to set up first, and then tap Next. The app
will now connect your phone to your new Google
Home ready for configuration.

Google Home Mini found

Would you like to set up this device?

STEP S8 The Google Home app will ask for
access to use your location to
pre-fill your address. This is the address where
your device is located. If you allow access, your
address will be pre-filled; otherwise, you will
need to enter it manually. When your address is
entered tap Next.

Enter your address

Your address helps with services such as
traffic and local weather

Street address

Gloucester Rd, Newton Abbot, Devt

STEP6 You should hear a sound on your
speaker to show it is connected.

You can now continue the setup by selecting the
room it will be in (this is just to identify the
speaker), choosing your region, and setting the
assistant language you want to use. Once done,
you will need to connect to your Wi-Fi network.

Where is this device?

Choose a location for your Google Home
Mini. This will help name and organise
your devices.

Create new
Back garden
Bathroom
Bedroom
Cellar

Nan

STEP9 You can now add your favourite
services, for example music.
Spotify, Google Play Music, YouTube Music and
Deezer are just some of those available. If you
add more than one, you will need to choose a
default music service. Follow the further
on-screen prompts to complete the setup.

Add music services
Allow the Assistant to play music from

your linked services

Spotify

Free service available

=)
lo-
©
-

Google Play Music
Play Music subscription
active

YouTube Music
YouTube Music Premium
membership active

Deezer

Deezer Premium+ account
required

Home Networking _
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All About
Google Stadia

With their Stadia project, Google hopes to revolutionise how we play games in the home and on the
move. Their vision for the future is one where it is possible to play games on virtually any hardware
without the need for expensive consoles or high-end desktops. Let’s take a look at the hardware and
explain how it works.

Stadia Speed Test

Before you begin your Stadia set-up, you need to ensure that your Internet connection is fast enough. Google has provided an online tool to do just that.

STEP 1 Open aweb browser, preferably on the device with which you

intend to use Stadia, and enter the following URL:
projectstream.google.com Before you start testing your Wi-Fi speed you are
advised to limit web traffic, such as downloads or streaming.

Check your connection.
We recommend a download speed of at least 10 Mbps to A
stream games on Stadia, and faster speeds for resolutions A

greater than 720p. '

STEP2 Once your Wi-Fi connection is free of other users, and clear of
apps, tap the blue Check Now button on the left side of the
web page. This activates the process, so you can simply sit back and wait for
the results to appear.

Checking your connection...

Please wait while we run a quick test. This should take

How Stadia Works

Google Stadia is a hardware-free, game streaming service that
enables users to play a catalogue of game titles on a large variety

500800000600060008000000800080000000000800080000008000800000080080 ofdevices.A[[you need to p[ayistheofﬁcia[ Stadiajoypad,a
(yi==lel) When your Internet connection test is complete, it displays the Chromecast, a screen and an Internet connection.
results; this should take no longer than 30 seconds. These
come in the form of a green tick for a pass and a red cross for a fail. A fail Stadia allows play on existing desktops/laptops computers,
essentially rules out Stadia compatibility. Smart TVs, tablets and smartphones. Play is enabled via the
Stadia controller, which may indeed resemble a traditional
= joypad, yet is much more than that. Such unique features,
exclusive to the joypad, include the ability to capture and share
Your connection is great. your gaming footage directly to YouTube.
Based on your current download speed of 43.812 Mbps, we expect that you'll have a @

high-performance gaming experience on Stadia. Go back to the Google Store.

So basically get your device online, connect your joypad and
press play, that’s it!

Home Networking



Getting Started with Stadia

R

<All About Google Stadia

Are you ready to play some games? Let us take you through the set-up of your Google hardware with your monitor or TV so you can press Start with Stadia.

STEP1 Using a mobile device (smartphone or tablet), you need to

open the App Store on iOS, or Google Play on Android, and
download the Stadia application. At this point, enter the invite code that
was emailed to you at purchase.

1103 Tue 19 Nov e

{ Search
Google Stadia
e P o
4.3 %k Kk k¥ 12+
What's New Version History

Stadia is one place for all the ways we play.
The Stadia app allows you to set up and manage Stadia across compatible devices.

Draviaw

If you

STEP2
wish to

use your Google Stadia
on your TV, you need to
set up your Google
Chromecast Ultra first.
NOTE: You need an
Android or iOS mobile
device to complete
setting up Chromecast.

STEP 3 On your Android device, you need to download the latest
build of the Google Home App. Sign in using your Google

account and then connect the Chromecast to your TV via the HDMI input
and USB for power.

B Google Play

<

Google

Google LLC Teols

Similar

o eeas

Cantaing 3ds
avo y

Q

What’s in the Box?

Having confirmed Wi-Fi compatibility, let’s start unboxing your Google
Stadia. Here’s what’s in store when you peel back the lid of your Stadia
Premiere Edition.

« ASingle Google Stadia Controller « Three Months Subscription to
Stadia Pro

» Documentation

o A Chromecast Ultra

« A Mains Charging Cable

STEP 4 Ensure your Android mobile device connects to the same

Wi-Fi network you want to link to your Chromecast Ultra.
Open the Google Home app and, from the home screen, tap Add +>Set
up device>Set up new devices.

Set up

Set up new devices or add existing devices and services to your home

New devices

A  Setupnewdevices
Goo o
Hue

je Home, Chromecast, smart displays, devices labelled ‘Made For Google), ike C by GE smart bulbs, and Philips Hue Bluetooth (without

Works with Google

s  Have something aready set up?
mart home servi

Link your sr s like Philips Hue (with Hue Bridge) and TP-Link

STEP5

Find your Chromecast Ultra from the list of new devices.
Once selected, follow the instructions and the Google
Home app pairs your device to your home network, thus enabling Stadia
streaming via your Chromecast.

Home nickname & address

Your home nickname helps you identify your home. The address will be used for things such as directions.

Home nickname

Home address

STEP6 Finally, if

you wish to
play games on your
desktop or laptop, you
need to open a web
browser on the video Get more done with
device you wish to use the new Chrome
and visit: google.com/ e s e s o v

chrome and download
the latest build of the
Chrome browser.

c :

ever - wih Googen smarts
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STEP7 Now let’s turn our attention to the Google Stadia Controller,
once out of the box you need to ensure that your device is

fully charged before you start setting up the controller itself.

. 00
4 60
*. )

1

[
|

STEP 8 Once the device is fully charged, unplug the power

cable. Press the Stadia logo button on the controller for
two seconds to turn it on. A vibration confirms that you have
powered up the device.

STEP11

You need to enter your Wi-Fi

password and then tap Connect to
Wi-Fi to complete the process. Your
controller may automatically install
an update, if it is required, and then
you are ready to play.

Home Networking

STEP9 Switching to your mobile device, open the Stadia app,

using your invite code (if required), and tap the Controller
icon to the top right, you may need to enable Location access first. Select
your controller from the list of devices.

<>

Unlock Stadia with your
invite code

‘ Enter your invite code

Don't have an invite code?

STEP 10 Your Stadia controller starts to vibrate to confirm

connection and then, when prompted, tap Yes on the
mobile app. Now tap Connect to your network using the same account
as your mobile device.

1230 Tue 10 Nov a7
Wi-Fi
Settings
WiFi O
James Gale
Apple 1D, iCloud, Tunes & App Store V/ devolo-315 az0Q
Airplane Mode
BTHUbG-TNGF
= Wil devolo-315
BTHUDG-TNGF-5
B) siuetoon
iPhone i 4G -
Notifications
€D sounds Other.

09 ooNotDistury

B screenTime

Ask to Join Networks

[E) ceneral

B control centre

Auto-Join Hotspot




<All About Google Stadia @'53

Google Stadia Controller Controls Explained

With Stadia, the controller is the console, so understanding how this all-in-one device works is going to be essential to your gaming experience.

S
Left Bumper Right Bumper
(L1) T (R1)
e TrggEr USBC Port Right Trigger
Google Capture
Assistant \
Options / N e
Direction ° e ABXY
Pad Buttons
Left Stick 4 \ Right Stick
EN (! KT e e
Stadia £ Status Light
Button — n (Under Button)

Left
Vibration
Motor

Understanding
the Status Light

Blinking White:  Your controller is charged and
ready to access your network via
the linking code.

Solid White: The controller is powered on,
linked to a screen and ready for

use.

Blinking Orange: The controller needs connecting
toa
Wi-Fi network.

The controller is charging, when
complete, the light turns off.

Solid Orange:

Capture and Share Footage

If you have a YouTube channel, or simply want to share your gameplay footage
via social media, you can capture gaming using this button. Press once to take a
screenshot or hold to capture video.

Stadia Official Specs

Weight: 268g
Dimensions: 163mm x 105mm x 65mm

Custom 2.7GHz hyper-threaded x86 CPU with AVX2 SIMD and 9.5MB
L2+L3 cache. 16GB of RAM with up to 484GB/s of performance. SSD
cloud storage

Internals:

Colours: Clearly White, Just Black, Night Blue & Wasabi

Home Networking



54 www.pclpublications



Combat
Network
Issues

There's a lot that can be done in the background to
keep your network in order, and in this chapter
you'll learn some of the best tools to help you
combat network issues and performance lag. We
look at some of the most used, and not so well
known, commands for both Windows and Linux
users, that can trace packets across the Internet, or
just connect to an old school Bulletin Board Service.
There's also great troubleshooting tips, tricks
and advice. Keep these pages handy, as they'll
come in useful for those times when something
on your network stops communicating with
everything else.
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Network Troubleshooting and Administration >

Windows Networking
Command Cheat Sheet

Windows contains numerous built-in commands for networking. These utilities and tools will help
you discover problems with your network, as well as help you improve performance and monitor
what’s going on.

.. Telnet

This is acommand that
can be used to connect
to another computer,

or manage a router

or switch. You can

send and receive

files, send commands
and much more. With
Telnet you’re also able to )
connect to active Bulletin gy - "
Board Systems. For example, LTI
enter: telnet bbs.balcos.net

\\\\“\\\mmmu,,, 7
S

(LT

.. NbtStat .: Hostname :.
The nbtstat command is a N 3 If you dicover that you
diagnostic tool for NetBIOS over  SNSR are struggling to find the
TCP/IP. Its primary design is 0S Remote Cache Name Tabl name of a Windows com-
to help troubleshoot NetBIOS ype ost Address puter you’ve got on your
name resolution problems. It network, simply enter the
will display the human-friendly UNIQUE hostname command and

names of devices on the network it’ll display the computer’s
along with their IP addresses. local name.

. Arp .. Pathping

Stands for Address Resolu- This is a handy command that
tion Protocol and displays and combines the best elements of
modifies entries in the ARP Ping and Tracert. It will display
cache, which contains one or the latency and packet loss
more tables that are used to between one computer and
store IP addresses and their re- another (either locally or on the
solved Ethernet or Token Ring Internet), and after 300 seconds
physical addresses. display a detailed report.
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.. Ping :.

Ping is probably the most familiar
of networking command line tools.
With it you’re able to send an echo
request to a device locally, or on the

Internet, and receive a reply.

S
N
S
S

connection information,

M mmmm

routing tables and so on.

Entering the command

will display what’s going

on while you use the
network and Internet. Use
netstat -e for interface stats.

.. Tracert

Stands for Trace Route
will examine the path

to a remote compultet,
either locally or on the
Internet. For example,
entering tracert
google.com will display
the hops taken over
networking devices to get
to one of the Google servers.

\\\\\“““mm”" iy,

W sy strace
Sl -

.. Getmac

Every network interface .
has a unique Media Ac-

cess Code assigned to it.
Some routers are able to

limit connection to the

network by only allowing
user-entered MAC ad-
dresses in. You can get the

MAC address of a Windows /’//,,/i; ystem32> o
computer by entering getmac. /I/’III/””""“\\\\\\\‘\\\

N
Ny
S
g
S
Y
—~
~
=
=
=
=
=
=
=
=
=
=
=
=)
=
=
2
2
Z
7,
2,
%,

<Windows Networking Command Cheat Sheet

Wy
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S ADAMBERT ////
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%
%

.. Ipconfig
Probably one of the
most used networking
commands in Windows.
Ipconfig will display

information on the

local computer’s

network interfaces, such
as IP addresses (both

IPv4 and IPv6), Hostname,

gateway and so on. g

.. Netsh:.

This is a complex command that,
when entered, will put you into a
different shell, the Network Shell
(netsh). It’s capable of displaying
and configuring information regard-
ing a computer’s networking setup.

.- Ns loo ku p \\\\\\\\\\\\\\\\llIIIMIIIIII//////
This tool can be > K
used to look up

and diagnose the

Domain Name

System (DNS), of a

location on the local

U, 2

\\
network or Internet. D

.. Route :.

The Windows Route command allows

you to view the device’s routing tables.

To do so, simply type Route Print. This
will print the network interfaces, IPv4

and IPvé6 route tables.
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Network Troubleshooting and Administration )

Linux Networking
Command Cheat Sheet

Linux has many networking commands available to it. Some are built in to the OS, whereas others
will need to be installed; but all are great in their own special way.

.. HTTPie

Thisisasingle HTTP gy,

command that’s o
designed for

= Acces ontrol-All
debugging and ‘ trol-ATlo
interaction with et ion: keeps

HTTP servers D ; ‘E\ecagam 15:40:
and other web »
services. There’s

lots of support,

and it features a great

looking Ul.

.. Ping g 10

One of the most used networking tes from 192.168.198. 13 . This is a handy command that

: combines the best elements of

Ping and Tracert. It will display
the latency and packet loss

commands for troubleshooting
and testing network

connectivity. Ping works by

_ o b ; 30: between one computer and
sending Echo Request packets - 3 another (either locally or on the
to a user-specified IP destination, . i ol Internet), and after 300 seconds

and waits for a reply. display a detailed report.

.. cURL:. . TcC 0l System Can.
cURLStands for Client URL - T
3 Is used to configure traffic 31 Fle system -
and transfers data to or from ‘Sockets || Filesystems |||  memory
a network server using one of control, such as limiting oo | eneric (|
Network =
many supported protocols. thebandwidthiiseofd S s replacement
nux kemel | Cl uler | | —
It’s perfect for shell scripts, as : : : |
. : particular service to simulate wice device cache
it can be used without user v | drves |||
7T

interaction. Internet connections.
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.. Ifconfig :.

Stands for Interface Configuration,
and is used to display and configure
the local network adapter. With ifcon-
fig, you’re able to view a computer’s IP
address, gateway and so on. Can also
be used to setup a network port.

o RO ute \\\\\\\\\\\\\\\\\||||ml(u,,,”//,/
This command is \\\\\‘\ :
used to show and :
manipulate the IP
routing table for

a Linux computer.
With it you can
setup static routes
to specific hosts

or networks.

S
S
S
S
~
=
~
=
=
=
&

.. Nload

Can help you keep an eye
on your network traffic
and bandwidth usage

in real time. It monitors
incoming and outgoing

enpes3 [10.0.2.15] (1/2

# HHRRE)
R

#ith

traffic, using graphs, il SR
and provides additional A BdEE

HAHE AR AR |
o HERHERI | BRI

information on the total
transferred data and

network use.

.t lwconfig
Like the ifconfig command

but iwconfig is exclu-
interface
inLer Mace
interfac
inTPrfaQ§
- Ny
inter fa®
////, . \\\\\\
K

sively designed to work

with wireless network
interfaces. You can set
parameters, such as SSID,

frequency and so on.

<:UnuxNenNoHdngConnnandCheatSheet

\\\\\\\\\\lllllIl"ll”””/
\\\%s in the .com and (///
\\\\y different competing reg////
Stailed information. ’//

.: Whois

The whois command
is able to process and
display information
about a user-specified

//////
%

omain Name: JAVATPOINT.COM
egistrar: PDR LTD. D/B/A PUBLICDOM
Sponsoring Registrar IANA ID: 303
Whois Server: whois.PublicDomainRegi
Referral URL: http://www.publicdomai
Name Server: NS1.CLOUDNS.NET
Name Server: NS1.JAVATPOINT.COM
Name Server: NS2.JAVATPOINT.COM
2 Name Server: PNS3.CLOUDNS.NET
’///lame Server: PNS4.CLOUDNS.NET
///atus: clientTransFerProh'\bited\\
Yyl Date: 21-jan-2015
//// + 31J 2 “\\\\
e: -may -
lif”lllllllll“\\\\\ \

n o

domain name. For
example, enter:
whois google.com, for
information on the Google.
com domain.

\\\\\\IIIIIIHI””II
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.. Traceroute :.

Atool used to diagnose and display
the route of packets to and from
user specified locations. It’s great
for finding slow areas of a network,
so you can tweak any network ex-
tenders that the packets hit on their
way to the location.

Wiy,
\\\\\\ 1y,
. SSH W\ z

Provides a secure,
encrypted
connection
between two
deviceson a
network. With it, =
you can connect Z
to other computers %
and run commands,
transfer files and so on.

S
”
“u, N

7/, \M
“ /”/Illlllllll\\\“\\\\\

(LLLLTTIT)
\\\\\\\\\\ 1y 1y »
\\ david@Ub ///
&

.. Tcpdump :.

A famous networking M el
tool that’s a packet : ¢ Z
analyser to display

TCP/IP and other

network packets

that are being

transmitted to

and from a Linux

computer.
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Network Troubleshooting and Administration )

Troubleshooting
Your Wi-Fi Network

Wired networks are often a lot more sturdy compared to a wireless network, but they’re not
bulletproof. Thankfully, problems can easily be fixed, so here are our top ten troubleshooting tips for

solving wired network issues.

TIP1 SLOW OR NO ACCESS IN SOME ROOMS - There’s a good chance
that the room in question has become a bit of Wi-Fi dead zone.

Load up a network analyser and check the signal output in the room in
question. If needs be, reboot any network extenders and the router.

9i[=5)8) SLOW INTERNET - This could be one of two things: a problem

with the router and your network, or a problem with the ISP. Test
the connection by directly plugging a device into the router’s Ethernet ports. If
the problem persists, then call your ISP. If it’s okay, then turn off all your
networking equipment and one-by-one power them up, while testing to find
the culprit.

Home Networking

TIP3 REFUSAL TO CONNECT - Occasionally, there’s a device that will

refuse to establish a connection with your wireless network. First
thing to try is a physical Ethernet connection (if it has one). If it works, try
re-installing the Wi-Fi drivers on the device. If that’s not possible, try another
Wi-Fi network; it could be a problem with the device’s Wi-Fi card.

PuTTY Fatal Error X

8 Metwaork error: Connection timed out

TIP4

RANDOM LOSS OF BANDWIDTH - First check is to establish a
pattern. Does it happen when you power on something else in the
house, if so, it could be causing interference with the signal. Does it happen
when a certain device is connected? Check the device, as it could be
downloading a huge file, or it could have some form of malware.

© DOWNLOAD
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UPLOAD
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TIP5 UNKNOWN DEVICE DISCOVERED - If you maintain an orderly
network, and you’ve just spotted an unknown device on your

network, then you need to act quickly. If possible, drop the connection via the
router’s web interface, then change your access password. Check all devices
for malware, ask other family members if they know who it could be. Worst
case, change all passwords.

~ -

9)[20s8 WI-FI IS COMPLETELY GONE - If nothing is connecting to your
Wi-Fi, then the problem is likely with your router. Check the router,

if you can access its web interface, and check the access logs and check for
any recent updates (an update from the ISP could have damaged it). If a
reboot doesn’t fix it, contact your ISP.

7N
®

EVERYTHING WORKS, BUT NO INTERNET - Check the indicator

lights on the router, if the Internet LED is off, then reboot the
router and wait for a connection. If the LED is on, but still no Internet, try
installing a VPN and seeing if you can connect; it could be an issue with the
ISP’s DNS entries.

There is no Internet connection

<Troubleshooting Your Wi-Fi Network

TIP8 FORGOT THE WI-FI PASSWORD - If you've forgotten your Wi-Fi
password, then you may need to factory reset the router. Use a

paperclip and locate the tiny pin-hole (usually marked Reset). Poke the
paperclip in for 30 seconds. Reboot the router. It should be reset back to its
original settings and password.

Username

Password
| g - ber Me

9)[2XcI8) OVERALL POOR SIGNAL - Providing your router is working

well, check with a wireless device while standing next to the
router. If it’s okay, then the problem is likely a poor signal spread. Try and
reposition the router, but don’t put it in a cupboard, and see if that helps. If
the signal is poor while next to it, there could be a problem. Try rebooting,
otherwise contact your ISP.

TIP 10 SPEEDS AREN’T AS ADVERTISED - If your network extender or

router isn’t performing at the speeds it was advertised as, try
the following. Ensure that the router’s configuration is setup for maximum
signal strength. If it has external antennae, move them around to change the
signal spread. Reboot the router and any Wi-Fi extenders. Reposition the
router and extenders for a better signal through walls and such.

= PING ¥ DOWNLOAD SPEED
D 19, O 1.96 s

Chicago, IL '\

Hosted by
Comcast
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Network Troubleshooting and Administration >

Troubleshooting Your

Wired Network

Wired networks are often a lot more sturdy compared to a wireless network, but they’re not
bulletproof. Thankfully, problems can easily be fixed, so here are our top ten troubleshooting tips for

solving wired network issues.

TIP1 NO CONNECTION (ONE PC) - If your computer is reporting no

connection, it’s time to get behind the machine and double-check
the Ethernet port. Check that the cable is fully inserted, as they can get caught
by feet and pulled slightly. Check the cable end isn’t damaged. If there’s still
no connection, check other machines (a router reboot may be needed).

,lf' Connect to a Network

Windows was unable to connect to this network

Tell me more about Internet connection problems

TIP2 NO CONNECTION (ALL PCS) - If all your computers and other

devices aren’t connecting, check any switches that they’re
connected to. Switch plugs, and even powerline adapters, can blow a fuse.
Check your router’s switch connection LED is lit up, if not try a different port. If
all else fails, try direct connection to the router, as it could be faulty.

Home Networking

TIP3 CONNECTION KEEPS DROPPING - One of the main reasons as

to why wired connections keep dropping is a damaged, or
poorly created network cable end. Check the cable with a cable tester,
check the ends by giving them a pull. If they’re loose, or the cable test fails,
then replace the ends or the cable itself.

TIP4 POOR SPEEDS - A main culprit of poor wired network speeds is
the cableis too long. If the cable is over 100 metres (300 ft),

then the signal will begin to drop significantly. If your cable is coiled up
behind furniture, or in the loft space, try to shorten its length and check the
connection speed.



POOR CONNECTION, OR NO CONNECTION, BETWEEN POWERLINE

ADAPTERS - Often powerline adapters will lose their connection with
each other. When this happens, power off both adapters, then power up one and
after a few seconds power up the other. Wait for a few more seconds to see if the
connection is okay. If it fails, try pin-hole resetting the adapters.

TIP6 POWERLINE ADAPTERS WON’T PAIR - Sometimes powerline
adapters won’t pair with each other if there is already a set of

powerline adapters already on the network. Turn off the existing
powerline adapters, then power up the new pair. After a connection has
been made, power up the existing pair.

NETGEAR

TIPT SOME PORTS ON A SWITCH CONNECT SLOW - If you discover
that some of the ports on your switch appear to be operating at

100Mb/s instead of 1Gb/s, then check the following. Ensure that device
connected to the port has a 1Gb/s Ethernet port (some smart TVs don’t).
Check that the switch has more than one 1Gb/s port - some are 100Mb/s with
a 1Gb/s uplink port.

On=Link Both=1000M

Ethernet Blink=ACT  100M 10M

(Trou bleshooting Your Wired Network

TIPS CAN’T CONNECT TO ANOTHER PC - If you’re unable to connect

to another PC on your network, check both connections to the
router, on both PCs. Also, check that the PC you’re connecting to isn’t
blocking your connection via the firewall.

N>

Connecting to Pid,

—

TIP9 NO INTERNET CONNECTION - No Internet connection usually

means there’s something going on with the router, so that should
be your first port of call. Check the router’s LEDs, if the Internet is off, try and
reboot, otherwise use a phone to check the status of the ISP’s services.

There is no Internet connection
There is something wrong with the proxy server or the address is in

Try:
* Contacting the system admin
* Checking the proxy address
* Running Network Diagnostics

ERR_PROXY CONNECTION_FAILED

S[=R10)0) PCWON’T CONNECT VIA ETHERNET - This could be one of
several things. First check the cable going into the Ethernet port;

use a different cable if necessary. Check the drivers by opening Device
Manager and locating the network device. Right-click and select Update
Driver. Also, try Uninstall Device, then Search for New Devices.

% Device Manager - o x
File Action View Help
e mE HEE B EXS®

v & Windows ~
i Audio inputs and outputs
& Computer
= Digital Media Devices
= Disk drives
5 Displey adaptors
B Firmwere
@ Human Interface Devices
=3 IDE ATA/ATAPI controllers
33 Imaging devices
= Keyboards
@ Mice and other pointing devices
B8 Monitors
v & Network adapters
1 Intel(R) Ethemet Connection (2) 1219-

Update dri
& TAP-Windows Adapter V3 gy
(5P VirtualBox Host-Only Ethernet Adapte __ Disable device
5 WAN Miniport (KEV2) Uninstall device

& WAN Miniport (IP)

& WAN Miniport (IPv6)

& WAN Miniport (L2TP)

& WAN Miniport (Network Monitor)
(& WAN Miniport (PPPOE)

Scan for hardware changes

Properties
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How To
Protect
Yourself

Being able to recognise a scam or virus is one
thing, but you’ll need to be able to protect yourself
against possible attacks. We'll look at the top
Internet security packages, from Bitdefender,
Kaspersky and McAfee, as well as what encryption
is and how to make it work for you.

Using a Virtual Private Network is an excellent
way to improve your Windows security. We'll look
at how a VPN works, what the best VPNs are and
how to install and use one on your PC.

Home Networking m
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Types of Security Risk

There are more security risks for your computer than just the common, run-of-the-mill vir
amount of digital use the average person has over the course of a Week has mcreased ;4 nificantly
in just a few years, and with it comes a legion of security related issues. /,

Here Be Dragons

This isn’t a definitive list of the possible threats available for the Windows
user but here are ten modern risks that you face every time you power up
your PC.

What Happened to My Computer?
y .

Can 1 Recover My Files?
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We’re probably all familiar with the term

‘hacker, and what it suggests, but do we
. really know what a hacker wants from
us? More to the point, how are we

perceived in the eyes of a hacker?
Let’s have a look at what the
meodern hacker wants from the
< average user.

Being on the end of - -
a successful hack
has been likened to
having your house
robbed. There’s a

66 U

b

b
You’ve F
e -
been [T
hacked! | =
k- = b
L
% |
b, | 89
feeling of invasion, 5 B
that someone o
has rifled through @ .
your personal XN O
belongings and 10

stolen what’s yours.

b A -



Monetary Motivation

As with most hacks the world over, money is the driving force
behind an attack. A hacker will want to enter your system through
various means and obtain your bank or credit card details in order
to get access to your money. It’s plain and simple theft.

Personal Information

Personal information can be extremely valuable to a hacker. Those
who manage to obtain information about you, from date of birth,
address, social security number and countless other trivial details,
can then use your identity to open bank accounts, start a loan and
so on. In the end, it is your name that’s linked to the fraud.

Parasitic Infection

Sometimes a hacker will use you to get some other target.
Perhaps you work at a bank, or something similar, the hacker
will then identify you as a target that can be used to transfer a
program from your laptop to the work’s server. You unwittingly
become the carrier of malware, allowing a hacker to gain access
to your work.

Exploitation

Exploitation is becoming a common theme among modern
hackers. In this scenario a hacker will gain access to your personal
information and hold it to ransom. They can then demand
anything from money, to more personal acts.

Stealing Bandwidth

Rather than targeting a user purely for financial gain, or something
else, a hacker can also want to use your home bandwidth.
Generally speaking, the hacker doesn’t need to be on the other
side of the world, they could be a neighbour who's using your
Internet connection to download copyright material.

(' Hackers and You

e

Access to Your Webcam

Webcam hacking has become more popular in recent years. What
happens hereis, a hacker manages to gain access to your computer
and activates the webcam in order to view what you’re doing; and
as long as the computer is up and running, they can see everything
the webcam can, and they can do so without you even knowing.

Access to Your Microphone

To expand on the previous hack, along with a webcam hack an
attacker can also activate a computer or device’s microphone. Doing
so will allow them to listen in on anything that’s being said, so perhaps
it’s worth covering up your microphone during any future meetings.

Zombie Apocalypse

There are instances whereby you become the target of a larger
scale hack. In this case the hacker isn’t targeting you specifically,
they’re simply using your computer as a zombie, a collection of
machines connected to the Internet that runs malicious programs
against a target. Zombies are often used to conduct DDoS attacks.

Cyber Vandalism

Often you can be the target of an attack that doesn’t seem to
make any sense. The hacker doesn’t want money, they don’t
want your personal information either. It’s just a case of cyber
vandalism. Perhaps the hacker wants their name known in the
wider world, or just likes to see chaos reign. Who knows why they
doit?

Distributing Illegal Material
Finally, a hacker can use your computer as a source or a node for
the distribution of illegal material. You won’t even be aware of the
fact but your computer is successfully trafficking illegal material
together with others on the Internet.

-
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The

VIrus
lop en

Viruses are constantly evolving thankstomoreingenious
methods of delivery and due to the developers and
hackers tweaking their code to sniff out operating
system vulnerabilities. It’s difficult to say what the next
big virus will be but some scary ones have already
appeared on the Internet.

Just to give you an idea of
what the future could hold
for the computing world,

66

Digital
Destruction

22

here are the top ten most
destructive viruses unleashed
over the last decade into the
digital domain.
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<The Virus Top Ten -
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2 Conficker

Conficker was a 2008 worm that infected an estimated 15 million

Windows computers worldwide. The French Navy, UK Ministry of

Defence, hospitals and local police forces were affected. It was spread
via Facebook, Skype and mail services, and infected networked computers with a
keylogger that the hacker could use to record your keyboard strokes.

- 5 Duqu

Duqu was released in 2011 and shared many

characteristics with Stuxnet. However, Duqu had

different roles: it would work as a keylogger, to
steal digital certificates, gather information about an infected
PC, or completely wipe the contents of any connected hard
drives. Interestingly, parts of the Duqu code were written in
an unknown high level programming language.

® Shamoon

Shamoon was discovered in 2012 and

developed to infect the Windows kernel,

the core code of the operating system. It
successfully managed to wipe the contents of millions
of hard drives and was rumoured to be used in cyber
espionage in the energy industry.

T CryptoLocker

CryptoLocker is a ransomware

infection that first appeared in 2013.

As with most ransomware code it
locks and encrypts your entire hard drive and
offers to unlock them if the victim pays up to $300.
Remarkably, the code was able to delete itself
whilst still keeping the files encrypted and locked.

1L, Storm Worm

Storm Worm was released in 2007 and was rumoured to

have hailed from Russia. It came in the form of an email

link, usually with an important headline to grab the victim’s
attention. When the victim clicks the link the code is inserted and payload
with a backdoor into the system is opened. It infected over 10 million
computers worldwide.

f

8 Daprosy Worm

2009 saw the release of the Daprosy Worm

whereby an estimated 20 million computers

wereinfected with a keylogger. What made
this such a dangerous virus was that it remained activein
Windows Safe Mode, so it was very difficult to remove.

4l Stuxnet

Stuxnet was rumoured to have been a US Intelligence
created virusthat was designed toinfect Iranian nuclear
power plants, thus stopping them from potentially
creating weapons grade material. Whether you believe that or not,
it was one of the worst viruses to appear in modern times.

Regin

2014’s Regin virus was spread via fake websites and infected tens

of millions of computers. Rumour has it that it was a joint US and

UKintelligence created virus for global digital surveillance but we'll
leave that for the conspiracy theorists to argue over. Nevertheless, it managed
to send information of the victim’s computer back to an unknown location.

\\‘ NS I TN N WA

9 Rombertik’s Endless Loop

Rombertik’s Endless Loop is an interesting, if somewhat deadly,
virus to have sprung up in 2015. When infected, the virus will alter
and delete key boot files for Windows computers then force them
toreboot. With the boot files missing or altered the Windows PC will continually
boot and reboot itself until you re-install the OS.

S~

10 Tiny Banker

Tiny Banker is an information and

packet sniffer virus that will record

anyonline bankingdetails the victim
entersin their computer. Thatinformationis then
sent back to several servers which the hackers
can then use to access your bank accounts. It’s
estimated that hundreds of millions were stolen
in 2016 thanks to Tiny Banker.

Home Networking
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Be Smart

We've looked at some of the many varied ways in which you can be compromised by a digital
attacker and some of the ways in which you can help protect yourself. However, it’s often more
beneficial to be able to recognise the signs of a digital security issue.

Weakest Links

In terms of digital security, you’re only as strong as the weakest link in your security chain. You can tick all the security boxes but if you don’t know what to

look forin the first place you’re still vulnerable.

oINS 0] 2Ip )@l 5i\N\[e|=) Agood sign of a breachin your digital
security is the sudden changing of a
password. It can be for a random site, webmail or just something small to
begin with. Sometimes a hacker with a keylogger in place will test the water
before accessing your bank, in which case you need to virus scan your
PC immediately.

PERSONAL SPAM We all receive spam emails of some form or
another. However, if you suddenly start getting
emails of a more personal nature, then you need to look at where that
information could be coming from. The details could be your full name, date of
birth, knowledge of any children or even a recent accident you may have been
involved with.

Sent M@

i
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BANK ACTIVITY If you check your bank activity regularly and
you’ve noticed some odd, small transactions that
you fail to identify, then your account could already be hacked. Sometimes
hackers will take small amounts or purchase inexpensive items to check
the validity of an account before emptying the vault as it were. Contact
your bank immediately.

Search your statement +

Dec
¢ ans - s

All Transactions

DATE & DESCRIPTION TYPE IN(£) ouT (£) BALANCE (£)
View Pending Transactions s
22Feb17  SAVETHE CHANGE 8P 030 125.00
21Feb17 (OASIS DENTAL CARE DEB 19.70 12530
20Feb17  NEXTDIRECTORY CAT PO 40.00 145.00
20Feb17 JSLOCOMBE TFR 40.00 185.00
20Feb17 DM CUMMINGS FPO 55.00 145.00

SLOW PC One of the many signs of your computer being infected by a

virus is the sudden slowing down of the overall system.
Most operating systems, Windows in particular, slow down over time but if
you power up your computer one day and it’s noticeably slower than usual
we’d recommend you run avirus scan.

e lcom DOSEo:

For a short introduction for new users type: INTRD
For supported shell commands type: HELP

To adjust the emulated CPU speed, use and
To activate the keymapper )
For more information read the README file in the DOSBox director

am http:/snn.dosbox.com

I?7 D1 H5 Te

local directory /emulator/c/



SLOW BROWSER In relation to the previous tip, a browser slow
down can also indicate that something is
potentially going on. Browser hijacking can adversely affect the speed at

which pages load, asit’s sending information to a remote source. Naturally it’s
not always a digital security issue but to make sure, check your system.

410
\‘\11()/ ’d'
\IT W

1101010 NAME ADRES.
1101001010010101101001u.

POP-UPS Furthering the browser issue, if you suddenly notice a lot
more advertising, pop-ups or similar, then it’s usually a
good sign that you’re infected with some form of adware or Trojan tracker.

el ] T Advertrement =101

o 8400
or Printer

wiNSWES

» Sciance Proves It Drnking Causes.

» Tean Gais Beware: Popular Bays Do THIS

» Leak What Was Found in Stane Age Cave

» Strange Space Object Mystery Despers

2| » Dic You See What Bush Dared to Wear?
»1f You Get This E-Mail Scam, Dolete It

You can add AOL" for Broadband to any
high-speed cable or DSL connection!

Works with and enhances any basic

high-speed connection

BuiltIn protection for you and your family
The best on-demand

programming

Rates are at Hist

A | Ween

Viruses want to be spread from one
computer to another and they can infect
your email or social media platforms. If you suddenly have your friends
asking you why you’re posting adverts for pharmaceutical enhancements,
then there’s a good chance you’re infected with something.
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Be Smart

RANSOMWARE WARNING In the case of a ransomware attack,
you don’t often get much warning
that something is about to happen. Generally speaking, a sudden and

inexorable slowing down of your computer will be a key element, as the
ransomware is frantically encrypting your files in the background.

p—

Your personal files are encrypted!

Your Important fles encryption produced on this computer: photos, videos,
documents, etc. Here s 3 complate st of encrypted fles, and you can parsonaly verify
th.

Encryption was produced using 3 unique publc key RGA 2040 generated for ths
computer. To decrypt fles you need to obtan the private key.

The single copy of the private key, which wil alow you to decrypt the fies, located

on a secret server on t; the server wil destroy the key after a time
speciid In this window. After that, nobody and never will be able to restore fies.

To abtain the private key for this computer, which wil automaticaly decrypt flles, you
need to pay 300 USD / 300 EUR [ simiar 3mount in another crrency.

Cick alext to select the method of payment nd the currency

Any attempt to remove or damage this software will lead to the immediate

Private key will be destroyed on destruction of the private key by server

TER LOGS It’s always recommended to check your router’s
logs frequently. Although hackers are generally
anonymous groups or individuals on the other side of the world, often a

hacker could simply be a neighbour leeching your broadband connection.
Check the logs for any unidentifiable computers attaching to the router.

BT@ BT Smart Hub Manager
[ Changesettings | [ Back |

This shows devices connected to your BT Smart Hub either now or previously. Click ona device to see the full details. Along with
3 useful summary, you can quickly see whether Access Control @ or port forwarding [[§] is enabled for each device.

You can see the volume of data that each device has sent and received next to the up and down arrows, since your hub was last
restarted.

Use the Fiter link to see different sets of devices - such as all connected or disconnected ones. You can also use the Wireless
connections box to see all devices that are connected wirelessly.

BANK STATEMENTS

Keeping an eye on your credit card
statements will reveal any compromising
security leaks. Just as with bank statements, small transactions are usually
the first indicator, then once the hacker knows the card is valid they can then
blitz it until you’ve run up a huge debt. Always check your statements and
mark any suspicious transactions.

Send Payment To:
PO Box 555

Credit Card Statement Anyton, US

Account Number Name Statement Date Payment Due Date
1234 567 8901 Suzy Student 1/15/2005 2/14/2005
Credit Line Credit Available New Balance Minimum Payment Due
$1500.00 $500.00 $1000.00
Reference Sold Posted Activity Since Last Statement Amount
89XB773 12/12 | Payment Thank You -10.00

78XY667 | 12/20 | 12/22
34XP889 | 12/23 | 12/26
23XY001 [ 12726 | 12/28
T6X0E11 1/8 /10

SmallTown US | 3524
Whoville US| 63.02
Techville US | 697.78
SmallTown US | 24.53

Gas 'n’ Go

Gift Attic
Computer Monitor
Pizza Palace

Previous Balance (+)I 18943

Purchases +)! 82057
Cash Advances (+)!

Current Amount Due
Amount Past Due
Amount Over Credit Line |

: 1000.00
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Setting Up

Windows Security

Before we dig deeper into the many levels of Windows security features, it’s worth taking a moment
to check that the initial security features are in indeed up and running, and doing what they’re

supposed to.

Are You Secure?

Remarkably, despite having an antivirus client installed, some users aren’t even aware of the default Windows security features. Here’s a quick ten step

process to check everything is working as it should.

ypE2l Startby clicking on the Windows Start Button or pressing the
Windows key on your keyboard. Enter security into the search bar

and click the first option that appears in the results, Security and Maintenance.
O @

Best match

Filters ~

Security and Maintenance
Control panel

Settings
¥ Check security status

Change security settings

STEP2 This will open the Security and Maintenance section of the
Control Panel. There are two main sections within this page,
click on the Security section to expand it. Ideally all the options within the

Security section should be displaying On, with the exception of Internet
Security Settings which will display OK.

-

1 W o ContolPanel » Sstem and Secuedy » Secusity and Matensnce
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STEP3 Should any of the options display No, then you’ll need to
check the setting relating to that particular feature. For
example, if your User Account Control (UAC) is set to Off, click the Change

Settings link under the UAC option. The other features can be found via a

search from the Windows Start Button.
»

D W o ContetBunal » System wnd Sacurty + Secusity and Mantemance

“p= Notity me only when applications try to make changes.
to my compates (detaukt)

© Dot oty me when | make changes to Windows
- setings

© Fesemmended 4 you use famitar sgslications and
st it wesiies

1 you can't see you probier

17" oo

[

STEP 4 UAC will warn you of any attempt to access a system critical
file. If any malware wants to alter a file, then you’re asked if you
want to proceed; obviously you don’t, so you can say no and investigate the

issue. There are various settings to choose from but the second step down
from the top is the recommended.

@ User Acco 5 - O

Choose when to be notified about changes to your computer

User Account Control helps prevent potentially harmful programs from making changes to your computer.
Tell me more sbout User Account Control settings

Always notify
== Notify me only when applications try to make changes
to my computer (default)
®  Don't notify me when | make changes to Windows
--.—- settings
@ Recommended if you use familiar applications and
=3 visit familiar websites.
Never notify



STEP 5 Close down the Security and Maintenance window, then click
the Windows Start Button and search for Defender. Click the

resulting Windows Defender Security Centre option.
O @

Best match

Filters ~

Windows Defender Security Centre
Trusted Windows Store app

Search suggestions

L defender - See web results

STEP6 If you’re not using a third-party security and AV suite, then you

need to make sure that Windows Defender is activated and
working. There are numerous options available in the new-look Creators
Edition Windows update of Defender. Each can be selected with a mouse click
and viewed separately.

'Z Your device is being protected.
@ Last'mest;:aﬁn 5/30/20;7»7 o
i i
o
8
ks

@

Virus & threat Device performance &
protection health
No action needed. No action needed.

w

Family options
¥ your family

“3

Firewall & network
protection
Windows Firewall 5 on.

App & browser control
Youre using the
recommended settings.

STEP7 Click the Virus & Threat Protection option. This will open a new
window allowing you to perform a Quick or Full Scan of the system

that details the number of threats found and the number of files scanned.

Setting Up Windows Security

(3 |

v

STEP 8 If you click the Virus & Threat Protection Settings option, you

can further opt to improve the system protection. Make sure
that all the sub-options are set to On and scroll down to define the
program’s default Notifications.

- % Virus & threat protection settings

View and update the virus & threat protection settings for Windows
@ Defender Antivirus.

Real-time protection

2 Locates and stops malware from installing or runring on your device. You
can turn off this setting fora short time before it turns back on

« automatically.

= @ o

"
Cloud-based protection
Provides increased and faster protection with access to the latest
Windows Defender Antivirus protection data in the cloud. Works best with
automatic sample submission turned on.
@ on
Privacy statement

oo 880500050950 00900500500090890000000008000005850000080

Returning to the main Virus & Threat Protection page, you can

click the shield icon from the strip to the left of the screen; then
click on the Advanced Scan link, located under the Quick Scan button. Within
are options to run a Full System scan, a Custom scan (of a network location,
for example) or an Offline scan.

Advanced scans

2

Home Run a full, custom or Windows Defender Offiine scan.

O Virus & threat protection
@

@® Fullscan
Checks all files and running programs on your hard disk. This scan
could take longer than one hour.

Device performance & health

Firewall & network protection
O Custom scan

B App & browser control Choose which files and locations you want to check.

O Windaws Defender Offline scan
Some malicious software can be particularly difficult to remove from
your device. Windows Defander Offline can help to find and remove

them using up-to-date threat definitions. This will restart your dev ce
and will take about 15 minutes.

¢ Family options

Scan riow

STEP 10

Lastly, click on the Firewall & Network Protection from the
icon strip to the left. Again, if you’re not using a dedicated,
third-party security suite, make sure that the Private and Public Firewalls are
set to on, thus protecting your system from unwanted intrusion.

© Virus & threat protection

a View threat history, scan for viruses and ather threats, specify protection
settings, and get protection updates.

@ ® Scan history

No thireats found.

42924

Files scanned

)
7 0
Threats found
Quick scan

Advanced scan

% Virus & threat protection settings

You are using the Microsoft-recommended settings.

3 Protection updates

Protection definitions are Up to date.

) Firewall & network protection

@ Home View network connections, specify Windows Firewall settings and
troubleshoot network and Internet problems

O Virus & threat protection

P Device performance & health 2@ Private (discoverable) network

Firewall is on.
| ) Firewall & network protection Network is connected.

B App & browser control

3 Public (non-discoverable) network

¢ Family options
yop Firewall is on.

Network is not connected.

Allow an app through the firewall
Network and Internet troubleshooter
Firewall notification settings
Advanced settings

Restore firewalls to default

Home Networking _
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Why Updating is Important

Continual updates, rebooting after an update has been installed, then the inevitable second reboot
straight after the first to apply the update: it’s little wonder people stray from the regular update
checks. Whilst it can be a pain though, keeping things up to date is a top priority.

Update, reboot, update, reboot

Updates may well be the bane of the modern computer user but they are there for a reason. It’s not the 8-bit era anymore, we need those updates to help

protect our security. Here are 10 reasons why they’re important.

PATCH VULNERABILITIES Windows updates patch recognised
security holes in the core system.
Many of the viruses around today exploit a vulnerability in the Windows code

that hasn’t been fixed yet. So when an update comes along, that potential
flaw will be ironed out.

EXTRA SECURITY In addition to potential security glitches in the
code, often an update can contain an extra level
of security that’s been programmed in by the developers. For example, the

code that handles remote desktop requests has had a security patch but
another code that handles the authentication is hardened as a result.

UPDATE

Home Networking

BROWSER UPDATES Windows comes with many different
programs to make it a more appealing

environment. They include Internet Explorer and Edge browsers. As a part of

Microsoft, these will need to be in tip-top working order to help prevent any

modern Internet-borne viruses from entering the system. Daily update
checks will keep things in shape.

Fastest

DEFENDER UPDATES Windows Defender and its other security
elements will require at least one update a
day to keep up with the latest virus definitions. This is a much needed aspect

of updating, as even if you only go online once every so often, being protected
from locally spread malware (USB drives etc.) is equally important.

Your device is being protected.

3 B “3 AR

App & browser control  Family options
You're using the Manage how your
recommended settings.

Firewall & network
protection
Windows Firewall is on,

Virus & threat Device performance &
protection hezlth
No action needed. No action needed.




FIREWALL UPDATES To expand the last reason, the Windows
Firewall is one of the first layers of security
on your system. With it, access to your computer from another source is
monitored and even blocked, stopping potential threats before they even hit

the virus defence layer. Updates make sure that the Firewall is up to scratch
for the job.

« Firewall & network protection

@ View network connections, specify Windows Firewall settings and
troubleshoot network and Internet problems.

O
® %@ Private (discoverable) network
Firewall is on.
] Network is connected.
8
3 Public (non-discoverable) network
e

Firewall is on.
Network is not connected.

Allow an app through the firewall

OFFICE PATCHING It’s not just the Windows core files that require
regular updates, if you use Microsoft Office

that can be a part of the overall Windows update schedule. There are

vulnerabilities in Office too, which when exploited can allow malicious code

in the system. Tick the Give me updates for other Microsoft products box in
Windows Update’s Advanced Options.

& Advanced options
Choose how updates are installed
Give me updates for other Microsoft products when | update Windows.

[ use my sign in info to automatically finish setting up my device after an update.
Learn more

Privacy statement

Choose how updates are delivered
Note: Windows Update might update itself automatically first when checking for other updates.

Privacy settings

SIGNED DRIVERS As well as Office, Microsoft provides base-level
drivers for most of the hardware available today.

These drivers are signed and verified as safe, so any new piece of hardware

<Why Updating is Important

GENUINE SOFTWARE Non-genuine copies of Windows have
been a thorn in Microsoft’s side since

illegal file sharing on the Internet gained popularity. These days the act of

downloading something illegal is rampant. Windows updates ensure that

you’re using a genuine copy of the OS, which will ultimately secure you PC
against threats from pirated copies.

ask for .

genuine

Microsoft®
software

FUTURE UPDATING Microsoft has big plans for the future of
Windows, it’s often mentioned that this will
be the last full version of the OS as they will be running Windows as a service
as opposed to different versions over time. This means it will be a constant

update cycle with adding or removing of features. Updates ensure you’re
running the latest versions.

ml \\Vindows 10
LI

as a Service

STREAMLINING CODE Updates not only patch any vulnerability,
they can also free up system resources by
improving the code and streamlining the available resources. In short, if your

computer is performing better, then it can easily handle background virus and
threat scans without affecting what you’re doing.

| @ performance Moritor o x
installed will work and will be safe according to the driver protection engine. OB Acion: Vo iidew. iy BL
e 2mE= B
& Device Manager @ reformance Hrm-EX 7 OER[Nb|

7File Action View Help
e @@ HmBIEX®

v & Windows
> Q Audio inputs and outputs
> EH Computer
> wm Disk drives
v [ Display adapters
[ NVIDIA GeForce GTX 1080
> B Firmware |
> Human Interface Devices
> *m IDE ATA/ATAPI controllers
> &= Keyboards
> g Mice and other pointing dev
> f8 Modems
> I Monitors
> E Network adapters
> B Portable Devices
> & Ports (COM & LPT)
> [ Print queues

Update driver
Disable device
Uninstall device

Scan for hardware changes

Properties

< i Monitoring Tools

58 Performance Monitor
3 5 Data CollectorSets
> [ Reports

031509 001520 (31530 091340 01549 (915 0916039 01619 091629 091639 091647

Lot | 3672 Aversge| 1211 Minimurm 0000 Maimun | 900 Duraton a0

[show [ coor_[sake | couie e Pat et Computer ‘

i

10 = Memory \WINDOWS
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What to Keep Updated

and How

Discussing updates is one thing but how do you go about making sure that you have the latest
updates and that all the necessary components are being updated correctly? Thanks to the
improved update process of Windows, this is surprisingly easy.

Keeping Up To Date

Whilstit’s easy to update Windows, there are elements that can be missed. We’ve already mentioned that it’s not only Windows that needs updating but also

software and drivers.

STEP 1 The first port of call is undoubtedly Windows Update. Click on
the Windows Start button followed by Settings, the cog icon

just above the power icon on the strip to the side. This will open the Windows

Settings interface, locate the last entry, Update & Security and click it.

B roieword Life at a glance

AS  Access 2016 Sunny

u
Acrobat Reader DC 1558 H o

Alarms & Clock Sl

AOMEI OneKey Recovery 1.5 ROBLEX

Assassin's Creed Syndicate

Calculator

Calendar

STEP 2 By default Windows Update will automatically check for,

download and install updates for the core Windows files. You
can check for any on the spot by clicking the Check for updates button; and
you can see what'’s already been updated by clicking the Update history link
under the update button.

Windows Update
Update status Do you have a question?

@ Your device is up o date. Last checked: yesterday, 09:35

Make Windows better.
‘Check for updates P

@ Windows Defender

T Backup
| Update settings

| & Troubleshoot
and ;
| © Rocovery (where charges may apph). In that case, well automaticaly downioad only those
updates reqired to keep Windows running smoothly.
@ Activation ‘

& Find My Device
W Fordevelopers

Looking for information about the Iatest updates?
Fa Windows Insider Programme
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STEP 3 If you click on the Advanced Options link under the Update

Settings section, you can then tick a box that enables
Windows to automatically check for updates for other Microsoft products,
such as Office and so on. It’s recommended to make sure the box is ticked, for
better security and protection.

@ Advanced options

Choose how updates are installed Da you have a question?

Give me updates for other Microsoft products when | update Windows.

[ use my sign in info to automatically finish setting up my device after an update.

Note: Windows Update might update itself automatically first when checking for other updates.

STEP 4 Within the Advanced Options page click the link for Choose

how updates are delivered. This page details the way Windows
updates can be pushed to other computers on your network, or even the
Internet. Whilst it’s a grand idea, there are concerns over privacy from some
factors of the community. It’s your choice but we prefer this option is Off.

& Choose how updates are delivered

0 you have a questic

Updates from more than one place

Download Windows updates and apps from other PCs in addition
to Microsoft. This can help speed up app and update downloads.

‘When this s turned on, your PC may also send parts of previously
downicaded Windows updates and apps to PCs on your local
network or PCs on the Internet, depending on what's selected
below.

@ on

Get updates from Microsoft. and get updates from and send
updates to

) PCs on my local netwark

(8) PCs on my local network, and PCs on the Internet



STEP5 Hardware drivers are usually automatically updated by
Windows Update but whilst signed by Microsoft the drivers
themselves aren’t always the latest versions. Therein lies a problem: even

though signed, the MS drivers won't utilise the hardware as well as the driver
developed by the hardware manufacturer.

STEP6 In such cases it’s often best to use the hardware
manufacturer’s driver, as this is more up to date and features
security patches as well as performance updates. For example, if you own an

Nvidia graphics card right-click the Nvidia icon in the taskbar and select Open
Nvidia GeForce Experience.

KE Open NVIDIA GeForce Experience
B Open NVIDIA Control Panel
Check for updates

Update notifications »

B NVIDIA Control Panel

Exit

STEP 7Y The Nvidia GeForce Experience allows you to improve
in-game graphics and check for the latest drivers. Usually
this is done automatically, and you are notified of any available drivers.

However, If you want to check manually, click on the Drivers tab followed
by Check for Updates.

‘.

!

AR

rd

v

(What to Keep Updated and How

STEP 8 Third-party programs and applications also require regular

update checks. Again, this is usually done automatically;
when you launch the program in question it often checks for the latest
version. If not, look for links such as Check for Updates or similar, usually in
the Help, About or even under the File menus of your favourite app.

 Oracle VM VirtualBox Manager - o x
File | Machine Help
& Preferences... CtieG
{3 Detats | (& snapshots (1)

&) Import Appliance... Ctrisl
@ Bpor Applince... aet B e B rrew "
@] Vitual Media Manager.. CtteD premm Liuox Mint Goamon
8 Nciwork Operaions Mansges- Operating System: Ubuntu (64519
(3) Check for Updates... | [ system
A\ Reset All Wamings s:;r:;sm; 204w ME Linux Mint Cinnamon

" BootOrder:  Floppy, Optial, Hard Disk
WO o Sih Accekration:  VT-x/AMD-Y, Nested Paging, KVM
A o rmmror Paravttiaiaaton

Linu Hint KDE
7| @ Poveredoff Dwplay,
e — Vo Memary: e
; »
B e ..
Video Capture: Dstled
[@I7 ubuntu 17.04 =

STEP9 If you’ve attached some hardware and Windows hasn’t been

able to load a driver for it, and there isn’t any documentation
detailing the driver (this often happens with hardware purchased from eBay
and the like), then you’ll need to hunt one down. Start by locating the device’s
product name and number and enter it into a search engine.

f W sound blaster sb 1380 driver Q

Al Shopping  Images  Videos  News  More Settings  Tools

About 115,000 results (0.63

Sound Blaster Products - Creative Worldwide Support

support creative. comkb/ShowAricle. aspx?sid=10846 v

12 May 2016 - Keywords / Key Phrases: Creative Sound Blaster, Creative sound cards, XFi sound
cards, Audigy ... Sound BlasterAxx (SBX 8), SB1380 ... Sound Blaster Live!5.1, SB 0101 ... SID
61105 - Windows - Driver Availabilty Chart

Windows® 10 - Software Availability Chart - Creative Worldwide Support
support creafive com/kb/ShowAriicle.aspx?sid=126331 v

Keywords / Key Phrases: creative, Windows 10 driver, Windows 10 support, driver ... Sound Blaster
Digital Music Premium HD / B X-Fi HD ... SB1380

Creative Worldwide Support > Sound Blaster X-Fi Go! Pro

support creative.com/../ProductDetails.aspr?... Sound+Blaster . Sound+Blaster... ¥

This download contains the driver and application(s) fo use with your Sound Blaster® XFi™ Go! Pro
For more details, read the rest of this web release note

Craativa \Warldwida Quanart > Qaund Riactar Dlawl

S9=280) You can often force Windows to locate a driver by right-

clicking the Windows Start button and choosing Device
Manager from the menu. In the Device Manager window, select the hardware
you want updating, right-click it and select Update Driver.

M Device Manager - o X
File Action View Help

% @ E HEB kXS

v & Windows

i Audioinputs and outputs
I Computer

= Disk drives
I Display adapters
B Firmware
b Human Interface Devices
& IDE ATA/ATAP! controllers
= Keyboards
@ Mice and other pointing devices
B Modems
Il Monitors
@ Network adapters
B Portable Devices
@ Ports (COM&LPT)
5 Print queues
[ Processors
 Software devices
v | Sound, video and game controllers
i NVIDIA High Definition Audio
& NVIDIA Virtual Audio Device (Wave Extensible) (WDM)
& Realtek High Definition Audio
i Sound Blasterfx SBX ¢
G Storage controllers Update driver
= System devices Disable device
§ Universal Serial Bus contro Uninteall device:
Scan for hardware changes

Properties
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How to Secure Your

Web Browser

The web browser is possibly the weakest link in the entire security chain. It’s the software product
that’s on the front line, the one that will inevitably bear the brunt of any Internet attacks and as such,
attackers focus a lot of effort on making the browser a portal into your system.

Safer Surfing

Securing yourweb browserisn’t too difficult. There are plenty of options available, including some third-party add-ons you can use to improve security. For

this tutorial, we’re using Chrome.

STEP1

Start by opening Chrome and clicking on the three vertical dots
in the top right of the browser window. This is the link to the
available options; from the list choose Settings.

% Fes - Drogee G Googie Docs % Oropbax 10 ey Opn stp a1+
. o ST
1 v sty © Gmmar sosce B enpormenve B Thewmaoes 10

S)=20 It's generally recommended that you sign into Chrome using a

Google account, as this can greatly improve the overall security
of the browser. For example, when you sign in, under the Sign In section in
Settings, click on the Advanced Sync Settings button, the first option available.

| / %8 Settings X

| €« C 1) | ® Chrome | chrome://settings
!

Chrome Settings
Extenisioe Sign in
I Settings Signed in as Manage your synced data on Google

Disconnect your Geogle Account... Advanced sync settings...

On startup
Open the New Tab page
®) Continue where you left off

Open a specific page o set of pages. Set pages

STEP3 With the Advanced Sync Settings box open, select the option for

Encrypt all synced data with your own sync passphrase. Enter a
secure passphrase you can remember in the boxes provided and this will
enhance the security of all data synced between Chrome and the Internet.

P e -

€ C O ®civeme oo -

(S9)/=2V/88 Look to the bottom of the Settings page and click the link for

Show Advanced Settings. The first new section to appear under
the Advanced settings is Privacy. Start by clicking on the Content Settings button.

Privacy

| Content settings... || Clear browsing data... |

Google Chrome may use web services to improve your browsing experience. You may optic

services. Learn more
[ Use 2 web service to help resclve navigation errors
[#] Use a prediction service to help complete searches and URLs typed in the address bar
W] Use a prediction service to load pages more quickly

Automatically report details of possible security incidents to Google
[ Protect you and your device from dangerous sites

Use 2 web service to help resolve spelling errors

| Automatically send usage statistics and crash reports to Google

| Send a "Do Not Track” request with your browsing traffic



g)=2150 ) Content Settings allows a greater degree of control over
Cookies, JavaScript, Flash, Pop-ups, your computer’s
microphone and even the webcam. It’s an extensive list so we can’t go into all

the options within this limited space. For maximum security, disable

JavaScript and Flash and make sure the mic and webcam are protected too.
L]

| /@ semogs - commrsen x
&€ CO eiwrme - @

STEP6

Click the Done button when you're finished with Content
Settings, to return you to the Chrome Settings page. Within
Privacy still, ensure the last option, Send a “Do Not Track” request, is ticked.
This will stop any tracking elements from monitoring your browsing activities.

Privacy

Content settings... I ‘ Clear browsing data...

Google Chrome may use web services to improve your browsing experience. You m,

services. Learn more

W Use a web service to help resolve navigation errors

[##] Use a prediction service to help complete searches and URLs typed in the addre
|## Use a prediction service to load pages more quickly

[C] Automatically report details of possible security incidents to Google

[ Protect you and your device from dangerous sites

[] Use a web service to help resolve spelling errors

[] Automatically send usage statistics and crash reports to Google

Send a "Do Not Track” request with your browsing traffic

STEP 7 Just under the previous step’s tick box, it’s also recommended

to untick the two Passwords and Forms boxes that offer to
enable Autofill and Save your Passwords. Whilst it’s a pain to constantly enter
passwords, this will stop any hijack Chrome attacks from gaining your
usernames and passwords.

Passwords and forms

[[] Enable Autofill to fill out web forms in a single click, Manage Autofill settings

[C] Offer to save your web passwords. Manage passwords

How to Secure Your Web Browser

STEP 8 Under the Downloads section, it’s an idea to tick the box Ask

where to save each file before downloading. Again this can
be a bit of a pain for the user; however it stops malicious background
downloads from infecting your system, giving you more control and the
ability to stop the process.

Downloads

Download location: | C:\Users\david\Downloads Change...

[ Ask where to save each file before downloading

STEP9

To the left of the Chrome Settings page you can see links for
Extensions, Settings and About; click the Extensions link. With
the Extensions page open, scroll down to the bottom and click the Get More
Extensions link.

Chrome Extensions @ Developer mode

Zimbed B
& frabled -]
Enstle 8

With the Chrome Web Store launched, via the Extensions link,
search for Adblock Plus. Within the results, click on the Add to
Chrome button on first option for Adblock Plus. This will install an advertising
blocker within Chrome, securing you from any threats from Internet advertising.
Do the same for Blur (an anti-tracking add-on) and HTTPS Everywhere.
—
€ - C O & sean

) Crrome vieh Store- vt X

it/ /ehome.googie.com/we:

& chrome web store

L] * || Extensions
Blur
oired by sbne
[
Themes ==
sops
Blur Facebook
o Mike Tsao
Runs Offine Quickly prepares » Facebook comme
oy Geoge
Free
Avetablefor Androld

Awesome Screenshot: Screen Video Recorder

Werks mith Gosge Drve.

ok ko

*okkk L
L2 2 ST
dodokh
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How to Secure Your
Home Network

We’ve mentioned previously that an attack doesn’t always come from the other side of the globe
but can indeed be a little too close to home at times. Home network hacking is possible with the
simplest of tools available on the Internet, often even just tapping into a cable.

Network Protection

Without being too paranoid, it's remarkably easy to get into a neighbour’s home network. If you live in a block of flats oryou use powerline adapters, you may

need to consider these ten steps for better network protection.

ROUTER PASSWORD The most common entry point to gain
access to your network is via the router. The
router from your ISP may well be offering the latest forms of encryption but it
doesn’t take a genius to trawl the less reputable sections of the Internet to
obtain a list of passwords. Therefore, change the default username and
password to access it.

[\ Piease enterthe admin password

1£ youve forgotten your admin password or
canft iogin press the Help’ button below

MACADDRESSING

Most routers these days come with a form of
authentication called MAC (Media Access Code)
address filtering. Every networkable device, computers, tablets, games
consoles, come with a unique MAC address. The filtering allows you to enter
the MAC addresses of your devices, so only they can be used on your router.
Consult your router documentation for more details.

Wireless-G Broadba
Wireless Access Applications

Restrictions & Gaming
| Wireless MAC Filler |

Wireless MAC Filter

Wireless MAC Filter
Prevent

® Enable Disable

' Prevent PCs listed from accessing the wireless

Porrallanly 3 ® Permit only PCs fisted fo access the wireless network

[3 uilinksys.com/files/WRT54GL/4.30.0/WirelessMAC-Listhtm

MAC Address Filter List

Enter MAC Address in this format - xooooooo

| Wireless Client MAC List |

MA MAC i
01:{1234567890| s |

MAC. MAC
02:| | 12:] |

DISABLE DHCP It can be a pain but try disabling DHCP on your

router and opting for static IP addresses. Every
device that connects to a DHCP router will receive an IP address. By eliminating
that you get to specify the address range available. It’s not fool proof but it’s
worth considering.

BT Smart Hub Manager

Mydevices | IPvé configuration | Address table

Hub gateway IP address
@ 1P address: 192.168.1.254

@ Subnet mask: 255.255.255.0 |

DHCP server
@ Enabled: [ 13

(@ Server address range: Custom

(@ Authoritative DHCP:
@ start address: 192.168.1.2

POWER OFF According to Trustwave’s 2013 Global Security Report,
many home network hacks are conducted when the
household is away or asleep. This leaves the hacker with ample opportunity

to steal bandwidth and view files you may have on a NAS drive. The short,
simple solution is to power off the router at night and if you go out for the day.




POWERLINE ENCRYPTION Powerline adapters are an excellent
resource for connecting wired

network devices, without trailing lengths of cable around the home. However,
depending on the adapter, itis possible to use another adapter to gain access
to yours. Newer homes are common where you’re able to pick up another
network, so use the encryption button if the adapter has one.

’ A
AL
&

s == @\ zIN=S Cabling ahome with Ethernetisn’t a difficult
project, this offers faster connection speeds
than that of wireless; but if you’re living in shared accomodation or a flat block,

make sure that any unseen cable lengths can’t be access by a neighbour. It’s
easy enough to splice into an Ethernet cable and steal bandwidth.

NETWORK MAPPING Consider using a network mapping
program, such as Open-AudIT, to gain a

better understanding of what devices are attached to your network. Become

familiar with the addresses, manufacturer, model IDs and so on of every

connected object. That way, should anything new appear, you’ll know it’s not
something you allowed.

Administrator

I+ Logout
HOME QUERIES ADMIN HELP
List Devices
[iccinames [vescrpton s 1p nirosss | Type |05/ pevce 5 Trape
system-1  Workstation 1721601 & Microsoft(R) Windows(R) XP Professional  172.16.0.0, All, Windows, XP.
system-10 17216040 (@  Debian Sarge 17216.0.0, All, Debian, Linux
stem-11 1 All, Linus, Virtual
Status production
system-2 = Manufacturer UMware, Inc. 7 Ultimate 172.16.0.0, All, Win7, Windows
(E) vmware Model UMuare Virtual Platform
system-3 Serial 1234511 172.16.0.0, All, Linux, Ubuntu
Form Factor Other
system-4 10.255.0.0, All, Printers.
system-5 Printer 10.255.0.5 £ HP Laserjet 4100tn 10.255.0.0, All, Printers
System-6  Workstation  192166.0.6 4%  Microsoft(R) Windaws(R) KP Professional  192.168,0.0, All, Windows, XP
system-7 10.255.0.7 @ Microsoft Windows 2000 Server 10.255.0.0, All, Win 2000, Win Svr, Windows
system-8  Router 192.168.08  Cisco 1841 Router (I0S v10.1) 192.168,0.0, All, Routers

PSP P snnacann Piran 1043 Psban (160 13013 105 12600 AL Pabnes

< How to Secure Your Home Network

SHARE LESS Sharing resources and files from one computer to
another is perfectly fine but consider sharing less if
you live in close proximity to others. Once a hacker has gained access to

your network, getting to any shared folders you have will be a doddle. In
extreme cases don’t share anything but generally tighten password control.

oty
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REMOTE ACCESS

Remote administration on both the router and
computer certainly help you out when you’re not
at the keyboard. Perhaps you connect to your home network from work?
Whatever the reasons, it does leave a potential gap in your home network
security. Consider closing it completely or double-checking the
authentication is top notch.

Remote Assistance
You can set limits for the use of Remote Assistance on this computer.
Remote control

Allow this computer to be controlled remotely

Invitations
Set the maximum amount of time invitations can remain open
F ] ffom g

0O Create invitations that can only be used from computers unning
Windows Vista or later

ok || Cancel Aoply |

VISIBLE PORTS If you run a small office make sure that all your wall
ports are located in areas where they are secure.

Behind desks and generally away from where the public or any visitors may
be able sneakily plug a laptop in.

Home Networking
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What are Wireless Security
Standards?

Wireless security has adhered to a number of standards since 1999, each improving over
the last due to the ability for a then-modern computer to hack the security levels behind
them. Tighter controls are needed as computers and the way they connect have become
increasingly more complex.

WEP, WPA, WPA2, IEEE...

Amid the confusing acronym:s lies a logical progression of wireless encryption and security protocols. Whilst at first they seem bewildering, it’s quite
interesting to learn of their history.

The technology behind delivering a wireless network has evolved over the last These standards are always moving forward and like most elements of the

couple of decades and so has the ways and means in which to secure it all. It’s technology industry they come with a bewildering cocktail of acronyms and

not just simply down to choosing a password that no one s likely to guess, you meanings. Encryption and all things security can be a confusing topic, even for

need to make sure that data and connection to a wireless network is encrypted experts. Here are the current, and most important, terms you should be familiar

to the highest possible standard. with when talking about wireless security standards, wireless networking and
the hardware that lies between your wireless communications.

\\\\\\\\\\\\\\

\\\\\\\\\\\\\\\\\\\\\\

\
\\\\\\\\\\\\\\\\\\\\\

IEEE

The Institute of Electrical
and Electronics Engineersis the
organisation responsible for setting
the entire wireless security industry,
and data communications standards.
It was founded, surprisingly, back
in 1963 and is regarded as the
largest association of technical
professionals in the
world.

\
\\\\\\\\\\\\\\\\\\\\\

\
\\\\\\\\\\\\\\\\\\\\\

\
\\\\\\\\\\\\\\\\\\\\\

\
\\\\\\\\\\\\\\\\\\\\\

\
\\\\\\\\\\\\\\\\\\\\\
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802.1x

You've no doubt come
across the numbers 802.11 when
looking at wireless-based and networking
documentation but what on earth does it
mean? 802.1x is the IEEE standard for providing
authentication and controlling user traffic across
wireless and wired Ethernet-based networks. It’san
ideal application for providing authentication for
wireless networks, as it requires very little processing
power from the authenticator: the actual wireless
access point. The better the standard, ending
witha, b, g,n,ac and so on, the higher
the speed of communications
between devices.

m Home Networking



<What are Wireless Security Standards?

WPA2is the upgraded
standard security technology of WPA.
It’s designed to offer the user an impressive
256-bit encryption key, which is virtually
uncrackable unless you're a secret research lab with
afew billion dollars to spare on quantum computing
and dedicated hardware decrypting processors. There
are also different sub-standards within WPA2, with AES
(Advanced Encryption Standard) and TKIP (Temporal
Key Integrity Protocol), both of which are
encryption methods, along with the lesser used
CCMP (Counter Mode with Cipher Block
Chaining Message Authentication
Code Protocol).

WEP

Thisis the original wireless
encryption security standard, Wired
Equivalent Privacy. Whilst the protocol

worked for the late nineties wireless networks,

it was soon overshadowed by the ever increasing

power of the average computer. WEP uses a 40-bit
standard encryption key, which is a key consisting
of either 10 or 26 hexadecimal digits. That sounds
like a lot of possible keys to crack but a modern,

powerful computer would be able to break
40-bit encryption in around 30 seconds;
compare this to months for a
computerinthe
late ‘90s.

i

Point

Talking about access points, this
isthe hardware that acts as a receiver
ortransmitter for the wireless signal and
network. It can physically be a number of
different components, such as a router, switch
or powerline adapter but essentially it’s the

hardware that converts a wired Ethernet
network to a 2.4GHz or 5GHz wireless
signal and vice versa; it’salso
referred as the WAP, Wireless
Access Point.

Replacing the WEP standard,
WPA (Wi-Fi Protected Access) provided
a much needed improvement for the ever
advancing march of security. It became the

standard in 2003 and offered the user either 64-bit or
themore adept 128-bit key levels of encryption. A64-bit
key attack would take several lifetimes when it was first
introduced; these days it’s estimated that it would take
several months, maybe less if the attacker used several
computers working as a cluster. Naturally 128-bit key
lengths are mind-numbingly more complex and even
by today’s standards, the theoretical process of
a brute force attack would take more time
than the universe has estimated left
to exist. Which is a very, very
long time.
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How to Secure Your
Wireless Network

It may seem a little far-fetched but it’s not unfeasible for a hacker to sit outside your house with a
tablet or laptop and gain access to your home network via the router’s Wi-Fi signal. Understandably
it’s quite rare but it’s worth considering beefing up your protection.

Wi-Fi, Lock and Key

Alot of the standard tips on protecting your Wi-Fi merge with those of protecting your wired network. It’s common sense mostly and keeping an eye on

what’s going on in your own network.

ADMIN PASSWORD

All routers come with a generic username and
password. Depending on the model and
manufacturer of the router, it’s surprisingly easy to get hold of the username and
password. For example, view www.routerpasswords.com and choose your router.
With that being the case, change the administrator username and its password.

RouterPasswords.com

Select Router Manutacturer:

BELK

Manutacturer Model Protocol Usemame Password
BELKIN 506130 SNMP. (none) MiniAP

BELKIN F507150 Rev. F8 ML wa admin

BELKIN F5082334 HTTP (blank) (blank)

BELKIN F507201 HTTP admin (blank)
[ sy ‘s

passwords acrass aerent models

Copyngn © 2016 RouterPasswords com. Al QNS resarved

ISP PASSWORD ISP supplied routers tend to have their own set of
usernames and passwords. Although these are more
secure than that of the default set, they are still obtainable from the more dubious

quarter of the Internet. A potential hacker will easily be able to get hold of sets of
passwords, so where possible change the ISP default username and password.

!! Please enter the admin password

If you've forgotten your admin password or
can't login press the ‘Help' button below

CHANGE SSID The Service Set Identifier (SSID) is the name of the

router that’s broadcast so you’re able to locate and
connect to it. Most routers will display the name and ISP, or the make and
model, making it easier for a hacker to find the information they need to gain
access. It’s recommend therefore to frequently change the SSID.

BT€ BT Smart Hub Manager

Home > Wireless

ything, click on @

BT Smart youwant to ch: ings to go to the

et-up.

2.4 GHzand 5 GHz
@ Wireless: on

@ Channels: 2.4GHz - Smart {Channel - 11)

SGHz - Smart {Channel - 36)
@ Networkname: ~ BTHuUbE

@ wes: On
(@ Bandsteering:  OF

@ Securitytype:  WPA2 (Recommended]

HIDE SSID It’s also possible to select an option to hide your SSID from
being broadcast. Whilst this doesn’t stop it being hacked,
it does make it a little more difficult for someone who’s casually looking

around for networks to access. You’ll need to consult your router
documentation to find how to hide your SSID for make and model.

Wirel
ireless g Access
Setup | Wireless Security | SCC€SS

Applications

it
& Gaming Administra

Wireless Settings

Wireless Netwark Mode: |Disabled ¥
Wireless Network Name (SSID)
Wireless Channek: |1 'I

‘Wireless SSID Broadcast: {” Enable  { Disable

Save Settings Cancel Changes



USE WPA2 Most modern routers will already come with the latest
security standard enabled, WPA2; but there are instances
of some routers defaulting to a lesser security type for the sake of device
compatibility. It’s essential that you ensure your router is using the latest and
best form of encryption for your protection.

(?) Setthewireless security

WPA-Auto

None

ROUTER FIREWALL The firewall that comes with Windows is good
but the firewall from third-party AV software
is even better; and for extra protection, make sure that the router’s firewall is
enabled and doesn’t have any potential leaks.

» BT Smart Hub Manager

Home > Ad

ettings » Firewall

Port forwarding is used by device: h nd applicati such as servers, 4
from the intemet gets to the device that needs to use it. When Port Forwarding is enabled, your BT Smart Hub will send all
incoming traffic for that application or game to the chosen device.

To see a list of the most common port forwarding rules click the button.

GototheBT Port Forwarding page |

‘ Create a new port forwarding rule ‘

( Externalports _Internal ports
Rule name | Show IP address ‘ Start End Start End  Protocol UPnP
- - N
Speubper102.1681 | windors | [a340t] [a3401] [s390] [s300d [ r | @ @)

Skype TCP 2t 192.168.1 I Window:

| (0] (2] [mnl[aed [ = | @ @

DISABLE GUEST Some routers come equipped with the ability to
allow a guest network. This enables users to
connect to the router without requiring an encrypted password. Obviously
thisis a potential huge gap in your home network security. If you have no
need of a guest network, then look to the documentation on how to disable it.

NETGEAR Router WNORIS00

A5 roueroga et oo = sliesil

NETGEAR or Firm

» Guest Network Settings

T D

Wirelsss Satings(2 40z bigh)
' Enasie Guest Network
' Enatie 8510 Brosccan
Alow Quest 10 3ccess My Loca Nemork
' Enatie Wirwoss cason
(Guest Wrelesa Network Name (350)

[mmeeman 36 ]

SEARCH HELP [ZTIYTe)

How to Secure Your Wireless Network

v

-

ROUTER RELOCATION Most users will have their router located
in the living room, near the master
phone socket. This means that not only will the router broadcast through
the house, it’s also broadcasting over much of the street in front. Consider
placing the router in a more central location of your house. This offers great
coverage, whilst limiting its signal reach beyond.

The WPS button on a router and a device will allow

DISABLE WPS
easy pairing of the two without the need to enter the

encryption password. This is certainly convenient but someone who may
gain physical access to your router will be able to pair their own device. Look
to turning off WPS in the router’s settings.

BT Smart Hub Manager

ttings > Advanced wireless

You can use this page to customise your wireless settings.

Home ) Advanced

Cowe ][]

To manually set wireless channels or disable one of the wireless bands click the Separate bands button first.

If you make any changes on the page remember to click the Save button.

@ Separate hands
2.4 GHzand 5 GHz
@ Wireless:
O s 2.4GHz - Smart (Channel 11)

5GHz- Smart (Channel 36]

MAC FILTERING Filtering MAC addresses was discussed previously
but it’s worth repeating with regards to wireless
network security. By filtering those devices that are allowed to connect to
your router, and keeping an eye on what’s connecting, you’re able to control
your security to a far higher degree than usual.

Wireless-G Broadba
Wireless

Applications
& Gaming

Access
Restrictions

| Wireless MAC Filler |

Wireless Security

Wireless MAC Filter

Wireless MAC Filter
Prevent

® Enable ' Disable

Prevent PCs listed from accessing the wireless

Permit only : ® permit only PCs listed to access the vireless network

[ uilinksys.com/files/WRT54GL/4.30.0/WirelessMAC-Listhtm

MAC Address Filter List

Enter MAC Address in this format - xa000000000¢

Wireless Client MAC List

MAC,

MAC
01:[1234567890] ] 1]

MAC, MAC.
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What is Encryption?

We’ve mentioned encryption and its impact on your privacy and security, but what exactly is it?
The definition of encryption is ‘the process of converting information or data into a code, to prevent

unauthorised access’

Kryptos Communications

To better understand encryption it’s worth taking a moment to learn about its origins, how it’s been developed over the years and how it applies to our

modern communications.

The word encryption comes from the ancient Greek word Kryptos, which means
hidden or secret. Interestingly, the use of hiding messages from others can be
traced back to early Egyptian scribes who inserted non-standard hieroglyphs
within other communications in order to hide the message from casual viewers.
According to historians the Spartans used strips of leather with messages
engraved. When the strips were read they were meaningless but when wrapped
around a staff of a certain diameter the characters would be decipherable.

Of course, the modern forms of encryption are far more advanced but the overall
core concept has remained the same: to be able to send a message to others
without anyone else being able to decipher it. However, modern encryption now
requires more than simply sending coded messages. Not only is confidentiality
required, encryption must perform a level of authentication, so the origin of the
communication can be verified; integrity of the communications, where both
the sender and those who receive the communication can be ensured that the
message hasn’t been altered in between; and some form of nonrepudiation,
where the sender cannot deny having sent the communication in the first place.

During the early digital age the only users of encryption were the government and
military, and assuch betweenthem they created a set of algorithms and standards
to protect the communication on the battlefield and from one government
agency to the next. These algorithms grew in complexity as technology advanced
and it wasn’t long before the military-based forms of encryption were being
used in commercial modes of communications. Within a few short years, bank
transfers, cash withdrawals and data sent to and from modems began
utilising these new protocols to protect sensitive information.

Today we’re regularly seeing and using devices that boast ‘military
grade 256-bit AES’ forms of encryption, a standard that is
regarded as nearly impossible to break without spending
billions on specialist hardware and software. In plain English,

the modern form of encryption takes data and passes it
through an algorithm together with a key. This creates a
garbled file of characters that can only be clearly read if the
correct key is applied to decrypt the data. Algorithms today

are divided into two categories: symmetric and asymmetric.

Symmetric key ciphers use the same key to both encrypt

and decrypt data. The most popular symmetric cipher is AES
(Advanced Encryption Standard), developed by the military and
government to protect communications and data. This is a fast
form of decryption that requires the sender to exchange the key used
to encrypt the data with the recipient before they’re able to read it.

Asymmetric key ciphers are also known as public-key cryptography and
utilise two mathematically linked keys, public and private. The public key can

m Home Networking

be shared with everyone and is usually generated by software or provided by a
designated authority. The private key is something that’s usually only known by
the individual user. Interestingly both types of keys can be applied, where one
user has a public key and another a private key, which can be combined to form
a shared encryption level.

These keys are many characters in length, proving it nigh impossible for
someone to Brute Force hack them. The Brute Force method involves using
a program on a computer to try every possible combination of a key until the
correct one is found. In the case of the 256-bit encryption, it would take 22
different combinations to break the key. If you were able to force one trillion
keys per second, it would still take you somewhere in the region of 10 years in
order to crack 256-bit encryption. However, a powerful computer can probably
manage around two billion calculations per second, so in theory it would take
9.2% years for your standard desktop to crack it. Take in mind that the universe
has theoretically only been in existence for 1.4 years.

Numbers as big as that are generally far too mind-boggling to comprehend.
Sufficetosaythatifyou’reabletouse256-bitencryption foryourcommunications
orto protect your data, then you’re going to be protected for at least seven times
the current age of the universe.

Encryption is the act of
protecting your data from

prying eyes
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Protecting Yourself >

Encrypting Your
Windows Laptop

Windows Pro comes with Microsoft’s BitLocker program to encrypt the file system; however,
Windows Home versions do not have this feature. Thankfully there are many encryption programs
available for download, we’re using DiskCryptor in this tutorial.

Windows, Under Lock and Key

We’re going to encrypt a 2GB USB flash in this example, purely for ease of use and to demonstrate how you can encrypt your entire laptop hard drive(s).

STEP 1 Encryption doesn’t affect the core data, other than making it
impossible to read without the decryption key but it’s always
worth making sure you have a backup of all your data prior to any system
related changes. If you store your work or data in the Documents folder, then
start by opening it in Windows Explorer.

‘ B B B> Doamnens
Al fome  shae  view
© - v 4 B> ThisPC > Documents
Name & Datemodfied  Type Sie
# Quick access o Filefolder

@ OneDrive Freemake Filefolder
Functional ICT Resources
Functional Mathematics Resources

GameaDay

Fil folder
. ThispC Fil folder

I Dvid Hayward Gal Filefolder

I Desitop Imagine Publishing File folder
| (2 Documents mcices Fie folder
& Downloads K& File folder
v Last Six Weeks Revision File folder
= Linux Format writings File folder

5 Pictures b
Micro Mart writings File folder
B Videos My Cheat Tables File folder
s Local Disk (C) 23 My Data Sources File folder
5 New Volume (D) My Games File folder
= KINGSTON () MyISO Files File folder
OneNote Notebooks File folder
&= KINGSTON (B) Outlook Files File folder
& Network PC Utities Documentation File folder
¥ PC Utilities writings File folder
*4 Homegroup Revival Gamer writings File folder
Rise ofthe Tomb Raider File folder
ROCCAT File folder
Rockstar Games File folder

STEP2 Press Ctrl+A to highlight all the files, then press Ctrl+C to copy
them to the clipboard. Next, choose a suitable backup location
such as an external or network drive and when ready, press Ctrl+V to paste the
copied data into the new location. Then, should something go wrong, you
have a recent backup of your most used data.
| B B = | cBackup 2017

I e s v
[€ <2 s b+ Newolume(®) 5 Backup » Cscupr? 5

Name - Date modified Type Size.
# Quick access.

FRP— oume -

BB Desktop
& Dowrlosds #
[ Documents  #

Accounts
Add-in Bxpress

Fiefolder

Creed syndcete Fic folder
& Pictures = oy
& Google Dive

Copying Backup 2017
P Howtosecw] 9% COMplete T
Bwhatiskrcyy [
Cloud Book = spees 203 /s

@ orere |

= erc Name: History of the Cloud

= Time rvanin g Hbout 0 seconds
& DavidHayud | ftems emaining: 35267 6.1665)

Fewer et

4m New Volume (B:)
= KINGSTON (E)

= KINGSTON (£}
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STEP3 It’s always best to ensure safe data before commencing with

anything like this. It’s also always worth doing (as we are) a
test of the software first, on a disk that you don’t mind messing up should
you get the process wrong. Let’s start by navigating to the DiskCryptor
homepage, at www.diskcryptor.net/wiki/Main_Page.

€ D8 hps/dskoyptornetiwii/Main Page

Main Page
i e

argation Gacussion _siew source _histany
« Wan P
« Dowmioads
« Fom : ok
P ” DiskCryptor " =
S Open source pariicn ncryption soltion el
+ Changelog
« Screenshats Description cu
foarch T DikCopiaris paitions, incluging the system partiion, The fact of apeness goes in
- letely proprietary. which makes it 1%
] R unacceptals 1o use for protection of confidential data
Tootbor
e o devloped 9t Pl Pack and PGP WOE. Howsver the curtent aim of the geject st
 Ribed s create the best product m 4 catogory Moreovws, m the luse
« Specisl pages explaining the intemal machanics of the program, which would b tha best confimation and demonstration of ks secuy. oy
« Prntable version ot 0110 0.4 were fully TrusCrypt. 28 they " L
» Pormanent fok AES.255 sigorthm in LRW mode the program rel daveloped spacifically for [
* F3p mon data ontham, as as baen orginaly meant fo creaton of emgty valumes. That move allowed oran  *
increase stabi, o systems, and cremted dewlopment g
ofthe progam
s
opi
Program Features e
« Supportof AES 1. Twoflsh 13 Serpent 3 encrypdon algorithms, including their combinations the ¢
« Transparent encryption of disk partitions. o
= Pl support for dynamic disks .
= Supportfor disk devices with large sector size (importan for hardware FAID. operation) ont
y siogl
= Suppert for hardware AES scceleration proc
. 2w
= Suppor Ne
= Broad choico in conliguration of booting an encrypteed OS Suppertfor vanous mul baot options Fort
» Fll compatitsbty with thed pady boot oaders (1103, GRUBE, elc ) il
« Encryption of system and bootatie pattions wth pre boal athentication P
+ Option 1o place baot loadsr on extemal madia and 1o authenticate using the key media oftr
= Supgort for key les
= Full support for extormal siorage duvices Exq
= Ogtion to reats encrypted CO and DVD disks. sy
« Full sugpon for ancryption of extemal USB storage devices. S
- A and axtemal storage
= Suppor for hlkeys and optionsl comrand e iertaco (CLI) .
« Open iconse Gl GF143 4 Disk
T casc

STEP4

Using the menu to the top left, click on the Downloads link.
Look for the latest version in the Download section and click

the link for the Installer. This will open a confirmation box, click the Save File
button to download the DiskCryptor executable file.

Wit scrypteny System petton 1 su0ngly ecommended to
- Croom becksic LvaCD wih DikCrgior BEFORE oncypton
« Bockup voure header AFTER encrizhcn




STEP5 The dcrypt_setup.exe file should now be in your Downloads

folder. Double-click it and select Yes to accept the Windows
confirmation. With the DiskCryptor setup window open, click the Next button
and accept the license agreement on the following page. For the remainder of
the options choose the defaults, clicking Next. When done, click the Install
button and reboot the computer.

8 Setup - DiskCryptor —
Select Destination Location
Where should DiskCryptor be installed?
Setup wil install DiskCryptor into the following folder.
To continue, dick Next. If you would ke to select a different folder, dick Browse.
[c+Program Fies\derypt Browse...
Atleast 1.2 B of free disk space s required.
<Badk [ cance

STEP6 After a reboot, click the Windows Start button and locate the

newly installed DiskCryptor program. You will need to click Yes
to authorise its administrative access. With DiskCryptor open you can see the
list of currently installed hard drives in your system. You can click each in turn

< Encrypting Your Windows Laptop

rd

—

(Sgp=2i:i) You're now offered a selection of available algorithms to
choose from. Click the drop-down box to view them all but we

recommend staying with the default AES algorithm for the time being. Leave

the Wipe Mode box as None and when you're ready, click the Next button.

| BE DiskCryptor 1.1.846.118 =

File Volumes Tools Help Homepage
| Disk Drives Mournt ‘
| size | Label | _Type | Status | =

B350 Device\HarddiskVolumed

=]
= 5am  Encryption Settings.

=

=

=] ’

= Algorithm: | AES & |
SiKing|  Wipe Mode: |None ~l |

]

STEP9 In the next section, choose a unique password for accessing
the encrypted disk; you’re notified how strong the password is.

When you’re ready, enter it again in the Confirm box. Click the OK box to start

the encryption process.

and view its information at the bottom of the DiskCryptor window. B omopmiaes B
DiskCryptor 1.1.846.118 - X File Volumes Tools Help Homepage
File Volumes Tools Help Homep [Disk Drives pount
[Disk Drives T | size | Label | Type | Status |
=8 e Hardedick 7 Encrypt
| S| Label | Type | Status | | 92 Device\HarddiskVolumed % J

=3 5TBO00VNOO2-128112 Enarypt 5 Seml| Volume Password Dectypt

= D 7.27T8 New Volume  NTFS =
=3 Samsung 55D 750 EVO 250GB ; Mount All

= C 210G8 NIFS = Password: | [ Show Password

= Volume7 800 MB AOMEI FAT32 Mount All J = Confirm: | [~ Use Keyfile Unmount Al

= Vohmes 21.4GB AOMEIRecove.. NIFS 3 King| Status: [Correct

= Volume3 450 MB Recovery  NTFS ] = ‘
(= Kingston DataTraveler 2.0 Layout:

= E 1,86 GB KINGSTON  FAT boot [owerry 5]

Password Rating
All Other  Digits
High Caps Latin
‘ Small Latin  Spedal Symbols
| Back | o Cancel

STEP7Y Start by selecting the disk you want to encrypt. In our example,

as mentioned before, we’re going to test this out on a USB
stick. We recommend you do too, until you’re comfortable with the process.
With the correct drive selected, either click the Encrypt button to the right or
right-click and choose Encrypt from the menu.

STEP 10 Depending on the size of the drive, and how much data there is
on it, the encryption process could take some time. When it’s

complete you're notified and the selected drive will the fully encrypted, with you

being to access and decrypt it using the password you set up in the previous step.

DiskCryptor 1.1.846.118 - X
File Volumes Tools Help H
| Disk Drives Maunt j
| size | Label|_Type | Status | |
=5 STB000YNODO2-128112 Encrypt
= D 7.2778 New Volume ~ NTFS e
Samsung 55D 750 EVO 250GB =
= e 210GB NTFS sys
=3 Volume? 800 MB AOMEI FAT32 Mount All ‘
=3 Volume8 21,4GB AOMEIRecove... NTFS AR
= Volume3 450 MB Recovery  NTFS el
=3 Kingston DataTraveler 2.0
= B AO650 KINGSTON FAT boot

s

[iL DiskCryptor 1.1.846.118 - X
File Volumes Tools Help Hemepage
Disk Drives Unmount
\ Size \ Label \ Type \ Status J |
= 1Z8112 Encrypt
= D: 7.27TB New Volume  NTFS o =
= Samsung 55D 750 EVO 250GB i
= 210GB NTFS sys
= Volume7 800 MB AOMEI FAT32 Mount All
& Volumes 21.4GB AOMEIRecove... NTFS
= Volume3 450 MB Recovery  NTFS 4
(=3 Kingston DataTraveler 2,0
(== 1.86GB KINGSTON FAT encrypt 00% boot
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Top Ten Encryption Tools

for Windows

There’s no shortage of programs that can encrypt files, folders and entire drives for Windows. Whilst
some are very good indeed, others tend to fall by the wayside by not offering as good a solution.

Encryption Galore

Here are ten different encryption tools for you to consider that work well with Windows, and some previous versions too. Some are free, others cost but

they’re all good in their own right.

BITLOCKER

Available only for users of Windows Pro, Windows.1 Pro
and Enterprise and Windows 7 Enterprise and Ultimate
versions. If you’re running the Home versions, you’ll need to upgrade via the
Microsoft site, or from the Windows Store. In short, BitLocker offers full disk
encryption with 128-bit or 256-bit AES standards.

Choose which encryption mode to use

Windows 10 (Version 1511) introduces 2 new disk encryption mode (XTS-AES). This mode provides
additional integrity support, but it is not compatible with older versions of Windows.

If thisis a removable drive that you're going to use on older version of Windows, you should choose
Compatible mode.

If this is a fixed drive or i this drive will only be used on devices running at least Windows 10 (Version 1511)
orlater, you should choose the new encryption mode

(@ New encryption mode (best for fixed drives on this device)
O Compatible mode (best for drives that can be moved from this device)

This is a free disk encryption program that’s based on
the popular TrueCrypt. It offers enhanced security, lots

VERACRYPT

of levels of encryption and support for UEFI drives. It’s available for Windows
version 7 onwards as well as Mac OS X, Linux and even the Raspberry Pi.

7-ZIP Primarily a compression program, 7-Zip can also encrypt your
data with the AES 256-bit standard. It’s simple to use, completely
free and comes in either 32-bit or 64-bit versions depending on which type

your core Windows system is.

AXCRYPT Another excellent free program, AxCrypt offers 256-bit

encryption, easy to use interface, cloud storage integration,
password management, secured folders and is available in a multitude of
different languages. There’s support for Windows Vista onward as well as
support for files sizes over 4GB.

AxCrypt

www.axcrypt.net



FOLDER LOCK An excellent and comprehensive folder locking
program, with support for 256-bit encryption and
Windows versions from Vista onward. It costs in the region of £40 but you’ll need

to check for the most recent pricing. For your money, you get secure backups,
USB protection, password wallets, a secure file shredder and much more.

PCWorkd.com
s Lok

CRYPTOEXPERT 8 Costing around £60, CryptoExpert 8 offer
support for Windows versions from 7 onward,

unlimited file size encryption, 256-bit AES encryption, unlimited secure file
vaults and on the fly encryption as you move and copy files around your system.

CERTAINSAFE

This is an interesting product, as it provides
cloud-based encryption for any files or folders you
upload into your online storage. It offers AES 256-bit encryption and an
easy to use setup and integration into your cloud provider. It’s Pay as you
Go, so you only pay for what you use.

CertainSafe

<Top Ten Encryption Tools for Windows

GPG4WIN This entry is a little more advanced but once you master
its intricacies it’s an extraordinarily powerful program, and

free. It's designed for file and email encryption, offering incredible levels of

security for Windows 7 upwards and Microsoft Outlook 2003 and newer.

DEKART PRIVATE DISK Thisis a simple and easy to use
program that supports AES 256-bit
encryption, compatibility with Windows Mobile, free unlimited support

and updates; and it also includes its own firewall to help prevent hackers
from gaining access to your system.

dekart

MAKE IT SECURE

DISKCRYPTOR

We used DiskCryptor in the previous tutorial asit’s a
fairly straightforward program that can achieve high
levels of encryption with ease. There’s a lot more you can do with it and you
can get further support from within the product’s homepage.

DiskCryptor 1.1.846.118

File Volumes Tools Help
|Disk Drives
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|
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Whatis a VPN?

Your system may be secure to any online threats but it doesn’t always mean your privacy is assured.
This iswhere a VPN comes in, as it offers the user a heightened level of anonymity when online and

even another level of security and protection.

Virtual Private Network

Using a VPN can help hide your online presence. Whilst this may seem like an ideal way to get to illegal content, it’s actually designed to help fight foryour

basic right to Internet and digital privacy.

Essentially, a VPN (Virtual Private Network) is a server or group of servers in
a remote location that you can connect to through a client. The VPN servers
then hide your Internet-bound IP address with their own, so if you connected
to a VPN that’s located in Australia then your IP address would be as if you
were actually sat at a desktop down under.

The benefits of this are many but mainly a VPN will allow you to access regjon
restricted websites, protect you from tracking and shield your browsing activities
from those who want to find out where you are personally based. Obviously
there comes a negative side, in the form of being able to access content that
your country has deemed illegal for some reason but on the positive, VPNs have
allowed people in countries with extraordinarily tight restrictions to get access
to the outside world; often enabling them to report on what’s going on in their
own country to the world.

However, for most users having a VPN means they’re able to gain access
to TV channels in the U.S., Canada, Europe and other parts of the world. It’s
not always about being able to moderately ‘cheat the system’ by forcing
the Internet to think you’re somewhere else other than where you actually
are though. Remote workers and employees who live in other countries can
connect to company VPNs and be able to use the company’s network resources
asif they were physically sat in the building.

The connection from your computer to the VPN server, via the client, is usually
secure to the tune of 256-bit encryption levels, depending on the VPN company
who is hosting the service. All your Internet traffic will filter through the VPN
server’s systems, offering multiple layers of protection from viruses, malware
and privacy. Beyond the other possible scenarios, using a VPN whilst you’re
abroad, working in a hotel for example, will enable you to access your

home country’s services and work resources. One more element that’s

worth mentioning is that using Wi-Fi hotspots is one of the biggest

security risk for travellers; using a VPN can effectively improve

your security whilst using a café’s free Wi-Fi.

Most operating systems come with the ability to connect to a
VPN through their network settings. If you have the network
and connection details of the VPN in question, then you’re
able to connect to it using the built-in Windows, Linux or
macOS options. However, the more common, and in some
respects, easier method, is to use the client which most VPNs
now offer as standard. The client is often simply a connection
window that will ask you your login details, then provide a
method of allowing you to connect to any of provider’s geo-
location servers, listed by country. Once the choice is made,
you simply click the connect box and within a few seconds your IP
address will be located within the chosen country.

There are plenty of VPN providers to choose from and we’ll look at ten
of the most popular in a while. Some offer a free connection service that’s
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handy for quick browsing butisn’t very fast. To gain access to faster servers, with
better security and protection features you need to pay a monthly or annual
subscription fee. Thankfully it’s not a lot, for the most part: you’ll be expected to
pay in the region of £5 to £15 per month. This grants you better coverage and the
ability to use up to five or more different devices, including tablets and phones.

Over the coming pages we dig a little deeper into VPNs, as you can imagine, using
one will significantly improve your protection when online. In terms of Windows
security, the use of a VPN is quickly becoming vital, so by the end of this chapter
you'll be knowledgeable and helpfully utilising one to your own advantage.

=

You

AVPNisn'tjust used to get access to
foreign online services, it can be used by
remote workers to access head office as

ifthey were in the building”

-1

VPN Connection Head Office

Geo-location Internet L)
Services

Using a VPN will protect your
access online and filter all
your Internet traffic through its
secure service.




“You’re able to access
web pages and Internet
services from all over the
world, even if you can’t
from your own country.”

(vvhatisa ven? (g

‘AVPN greatly improves
security for devices and when
you’re using free Wi-Fi at cafés
and other such locations.”
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How Can a VPN Improve
Windows Security?

We’ve emphasised the enhanced privacy that a VPN offers when you’re connected to its services,
and the heightened levels of anonymity, but what security benefits does a VPN bring to a Windows
computer with an antivirus program already installed?

Security Beyond Anonymity

It's a good question: how can a VPN improve Windows security? Whilst the privacy side is well catered for, there are some good security enhancements and

features a VPN brings to the table.

BROWSING ACTIVITY This doesn’t happen often but an ISP can
become compromised and details of user
activities leaked or stolen. Using a VPN can hide your browsing activity from
trackers and even your ISP, enabling you to browse with freedom of fear of
having your details leaked or accessed by others.

ANTIMALWARE Many VPN providers utilise a level of antimalware
into their security layers. This enhances your
security by filtering any downloads through the VPN first. Should there be a

virus present, then it can be removed or stopped at the VPN before it even
reaches you.

m Home Networking

THREAT PROTECTION

To expand the previous feature, VPNs will
filter web pages that are dangerous or
contain threats. Even with a good antivirus client installed, you can still access
adangerous site. Using a VPN will stop the site from even being loaded.

CyberGhost has protected you
from malicious content!

The requested url has been blocked

HIGHEST ENCRYPTION The connection between you and the
VPN server is encrypted to the highest
possible standards. This makes it near impossible for some external element

to gain access to the data you’re transmitting. Online banking and shopping
are extremely secure with a VPN.




WI-FI PROTECTION Public and free Wi-Fi hotspots are notorious
when it comes to mobile security. Anyone
with a little knowledge and some free tools via the Internet can intercept

public Wi-Fi network and hijack your connection, revealing all your data. A
VPN will encrypt the data and protect you.

SECURE TUNNEL If you’re working abroad, or you’re a remote
worker, then a VPN connection to the company’s
servers will ensure that all the sensitive business data will remain secure. It’s

difficult for a company to ensure 100 per cent security with mobile and off-site
workers but a VPN will provide a secure tunnel straight to the company itself.

2100 :
311011100

MULTI-PLATFORM

The availability of iOS and Android
VPN clients means that your call
data and data stored on your
device is also secure. Mobile VPN
apps will use the same levels of
protection and security, so your
data can’t be stolen when you’re
not even aware of it.

Automatic Country Manual

The best server is

n automatically

Connected!

Simulated Location
London-S03-104
IP: 83.150.204.154

84 Users connected

CHOW Can a VPN Improve Windows Security? -

AD BLOCKING

Most VPNs will also add an
extra layer of security
whereby they actively block
any advertising from
websites. Internet ads are a
necessary evil in some
ways, as they provide much
needed funds for your
favourite freely available
websites. However, some
contain malicious content
and need to be blocked.

USE HTTPS Using HTTPS instead of HTTP uses the secure side of the
Internet protocol. Sadly, it’s not always implemented in
browsers or by users. Many VPNs will force all websites to use the secure
connection that a HTTPS site offers, enhancing your browsing security.

™ LI i L <,

ZERO LOGS

In some countries data retention laws are quite archaic,
with governments and other bodies being able to access
your data log for as long as you’ve been able to access the Internet. A good
VPN won'’t detail any logs of your browsing and in most cases won’t even
hand over any personal information relating to you to other agencies.

o
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Top Ten VPNs

When it comes to ensuring your data doesn’t fall into the wrong hands, there are plenty of VPN
options out there. The service runs on your computer, smartphone or router and encrypts all your
internet traffic and forwards it through a secure server.

VPN Services

Listed below are a number of popular VPN services. The services on offer are subscription-based and they all ensure that your privacy is maintained. Fora
relatively small monthly outlay, you can be anonymous and even unlock access to sites previously blocked by your ISP.

(0\/:]=2lelS[efsgp ) CyberGhostis our favourite VPN. It offers 256-bit AES NORDVPN NordVPN offers two levels of encryption, access to fast
military grade encryption, no logging, access to 27 servers, no logging, a kill switch in case the VPN

countries and hundreds of servers, protected browsing, ad blocking, access to connection drops and you’re still surfing and support for multiple devices
fast servers, unlimited traffic and bandwidth and an anti-fingerprint system and operating systems. It’s well priced and is highly regarded among the
for up to five devices. press and media.

Despite its colourful name, Hide My Ass VPN is considered to be PUREVPN With support for multiple devices, 256-bit AES encryption

one of the best services available. Along with the usual secure and access to 180 locations worldwide with 750 plus

256-bit encryption connection you get blistering speeds, access to over 300 servers, PureVPN is a great choice for the home user. The cost varies
locations, anonymous email use, a free web proxy access and free extensions depending on the package but Just as with all these VPN, it’s worth checking
for your browser. for the latest pricing.

() purevpn




\VRINHEINIBLY/ aE=pl VPN Unlimited offers a full firewall service with
anti-malware, ad blocking and anti-tracking. There’s
256-bit AES encryption, over a thousand servers in 70-plus locations, support for

up to five devices, fast servers and app support for i0S, Android and Widows
Phone. Pricing varies so it’s wise to check.

) VPN Uniimited

IPVANISH IPVanish is another highly regarded and awarded VPN
service. Depending on the package, you get access to fast
servers, unlimited bandwidth, no logging, 256-bit AES encryption and support
for up to five different devices.

TUNNELBEAR VPN TunnelBear VPN offers an initial 500MB per

month free service, increasing in price for
unlimited bandwidth. For this you get access to fast servers across twenty plus
countries, 256-bit AES encryption and support for Windows, iOS, Android,
macOS and browser add-ons.

<Top Ten VPNs

PRIVATE INTERNET ACCESS Private Internet Access VPN offers
a wealth of features with its
impressive service. 256-bit levels of encryption, no traffic logging, ad blocking,
support for five devices and access to over three thousand servers across

twenty five countries. It’s surprisingly cheap too, depending on the package
you opt for.

Iways use protection™

a privatein&emetaccess"‘

VYPRVPN VyprVPN is an exceptionally good service that offer access to

fast servers, multiple device support, unlimited bandwidth
and connection, 256-bit AES encryption and access to over seventy global
locations and hundreds of servers.

§ Vyprvpn-

FACELESS.ME

Faceless Me is an interestingly named VPN service.
Amongst its features expect to see elevated levels of
encryption, unrestricted access, an easy to use interface and unlimited traffic.
You get 2GB per month for free but you can pay a monthly subscription to
have unlimited access and traffic.

Faceless.ME
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Using a VPN for Added
Security and Privacy

We've covered how a VPN works, how it can improve your security and given you a top ten chart of
recommended providers but we’ve not looked at how you would set one up and what it’s like when
up and running.

CyberGhost

We’re going to use CyberGhost as the example VPN for this tutorial. You’ll need to purchase one of the available packages to begin with. You can choose from
arolling monthly subscription of £9.99/mo or up to a three year plan billed £68 every three years.

STEP 1 We won’t use the free option in this instance, as the paid for STEP 3 Go to the Downloads folder and double click the CyberGhost
services offer a better set of features with which to display the executable followed by a click on Yes for the Windows

VPN in action. Start by navigating to www.cyberghostvpn.com and clicking on authentication process. Accept the agreement and follow the on-screen
the Pricing link in the upper portion of the main CyberGhost site for your instructions to set up CyberGhost on your PC; the default options are fine to
regional and latest pricing. use, unless you specifically require a different location for installation.
* g Pj) et CuberG gt e T A
& GerGhost P
continuing.

Please read the following License Agreement. You must accept the terms of this

’ License Agreement ‘
' Please read the following important information before ‘
' agreement before continuing with the installation.

User Agreement (General Business Terms) for the CyberGhost ~
Virtual Private Network (VPN)

Cérc hast VP

SEE: o

NEW WINDOWS AP Be Fro '

e v

Last amended on: 06.06.2014

(@)1 accept the agreement
(1 do not accept the agreement

Next > Cancel

STEP 2 Assuming you've purchased one of the options, click the STEP 4 Once the installation is complete you’re presented with the

yellow Free Download button located in the top right of the main CyberGhost client window. However, before you make a
main page. This will, after a few seconds, automatically initialise the connection, click on the Login link located at the top of the client window.
download of the latest CyberGhost client software. Click Save File to Oonas
download it to your Downloads folder.

What do you want to do today?
B ¢ Qseoren wa A & O

CyberGhost Is downloading on j

your computer, Click to install

&

&’.)g'

Unblock Streaming Protect

«f

Youhave chosento spers

[ CpberGhost 60.7.27300xe

2 9 .

Choose My Server

Torrent Anonymausly
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STEP 5 Enter your CyberGhost login and password that you set up when
you purchased the package and click the OK button. Once the

login is confirmed you’re taken back to the main client window where the
available options for the account package you purchased will be displayed.

O GberGhost

What do you want to do today?

&

Protect Network

&

Choose My Server

Unblock Streaming

s Y

Torrent Anonymausly Unblock Basic

STEP 6 Before you use the service, it’s best to check a couple of things.

First click on the Settings link along the top of the client
window. In here you can see multiple options for the control, connection and
how CyberGhost will work with your PC. Generally speaking, the defaults are
fine unless you have a specific reason to change them.

(=274 One more thing before connecting to the CyberGhost VPN:

open a browser and enter www.ipcim.com/en/?p=where. This
will display detailed information based on your IP address, such as the ISP
you’re using, the country, city, even latitude and longitude, complete with a
map and possible radius you fall into. This is the kind of information we want
to secure from prying eyes.

c

IPcIM.cOM
What is an IP address? | Where am I? | Speed test | Browser test | Magyar valtozat

cur e conaiions, houry forecast for the next 48 hours, 7-day forecast - Mirino
Where am I?
Based on your IP address, we Map  Satelite oy
know the following about your
location: jg's Lynn
Country: Nyorwich 55
United Kingdom
City:
Lowestoft
Latitude: Theford
N520 27 7" fo
Longitude: St
v Edmunds
Intemet Service Provider
+
BT
Organisation: pswich - =
B (prtsh Telecommunieations | o ol ...
By gl i e 201 o | Terma o ee

(CC-BY-5) 20072017 Tarmas Bartal| Guestions and comments
Mirino| ECDLwets | Mars penoramas | GilewsTreemap.
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STEP 8 Click back to the CyberGhost client and return to the main

window. Click the Home icon along the top of the client
window and then the Choose My Server button in the bottom right. This
allows you to choose your own server from the available countries that
CyberGhost works with.

€
ALLSERVERS  MOSTEMPIY ORRENT  EXTRAFEATURES

Server Userlosd Torrent  Ping

LOOLCLOLOLLEOLLLLE

STEP9 Look through the list and pick a server; we’re going to use one

of the Vienna servers in this instance. The Ping value is how fast
the server is, the lower the ping the faster the connection. Either click to
highlight the server followed by clicking the Connect button or double-click to
launch the server connection.

(O GperGrost

€
ALLSERVERS  11OSTEM DRRENT  EXTRA FEATURES
Server Userload Torrent  Ping

*
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STEP 10

The CyberGhost client will take a few seconds to connect.
When it’s ready you’ll see a ‘You are currently protected’
message in the client. Close your browser and relaunch it, then return to the
www.ipcim.com/en/?p=where page. You can see that the Internet now thinks
you’re located where the chosen CyberGhost server is, protecting and
securing your privacy and personal details.
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